MHWHOBPHAYKHU POCCHHA

denepanbHOe rocynapcTBeHHOE GIOIKETHOE 00pa30BaTeTbHOE YUPEKAEHHE BBICIIETO
oOpa3oBaHus
«Canxt-IleTepOyprekuii rocy1apcTBEHHBIH SKOHOMUYECKHA YHUBEPCUTET»

PaGouasi mporpaMma auCOMIIHHBI

Hanpagneuue noarororku/

10.03.01 Hnpopmayuonnas bezonacnocmo

Cneyuansnocme

Hanpagnennocts (mpodmis) nporpammbi/
besonacnocme komneromepnwix cucmem (& sxonomuxe u ynpaenenuu,)

Creyuanuzayus

Yposeus BhicHiero 06paszopaHus baxanaspuam
Dopma 00yuenus ouHas
I"'on Habopa 2023

CocraButenb(u):

K.T.H, YepHOoKHIKHbIH [ennaamii Muxaiinosuy

Yacos no yuebHOMy mutany 180 Buapl KoHTpO.IS B cemecTpax:
B TOM YHCJIE:

KOHTaKTHas pabora 64 OK3aMeH: cemecTp 5

CaMoCTOsITeIbHas paboTa 80 Kypcosast paGora: cemectp 5
npakTHYecKasi NOAroTOBKa 0

49aCcOB Ha KOHTPOIb 36

Pacnpez]e.nelme YacoB JHCUHUILIHHBI:

Cemecrp: 5
Bun 3aHsTmii Yackl

JIeKLIMOHHEBIE 3aHATHA 22
[IpakTnyeckue 3ansaTus 0

JlabopatopHble paGoThl 42

Hroro ayguropubix yacos 64
CamocrosTenbHas pabora 80

Yacel Ha KOHTPOJIL 36

Hroro akagemMuuecknx yacos 180

OO0mas TPyA0EMKOCTh B 324€THBIX eIMHHIAX 5

Cankr-IletepOypr
2023



COJIEPKAHUE

1. IEJN OCBOEHUSA JUCHHIIJIMHDBI .........coocoiiiiiiiiiieeeeeee e
2. MECTO JUCHUILIVNHBI B CTPYKTYPE OBPA3OBATEJIbHOM ITIPOTPAMMGBI ..............
3. INTIAHUPYEMBIE PE3VJIBTATBI OBYYEHUSA ITO JUCHUIIVTIMHE ..............coovviiinen.
4. CTPYKTYPA U COAEP KAHUE JUCHHUIITIMHBI* .........c.cocooiiiiiiiiiiiniiicicec,

5. VAUEBHO-METO/IMYECKOE 1 TH®OPMAIIMOHHOE OBECITEYEHUE
TUACTIVITITIMIHDBL. ...c.o.coevvooeeeeoeeeee oo sees e s esseeeeseeeessseseesseeessesseesssseesseees s eesseees s eessseeesssenesssee

5.1 PEeKOMEHIYEMAS JIHTEPATYPA ..coouveenrierierieereerreereesseesseesseeesetesseesseesseeseeesanesaresneesneesneesneesnsseseensees

5.2 llepeyeHb TULNEH3MOHHOTO U CBOOOTHO PACTIPOCTPAHSEMOT0 MPOrPpaMMHOTO oGecrieyeHusl, B
T.4. OTE€YECTBEHHOTO MPOM3BOMCTBRA .....ceveueeueeeeententesseeseaseeaesseessesesseensessesssensesseensessesnsessessesssensesssenes

5.3 Ilepeuenb nHpopManuoOHHBIX cipaBoYHbIX cucTeM (UCC) u coBpeMeHHbIX
npogeccnoHATBHBIX 0a3 JAHHBIX (CIIBJL)........coooiiiiiiieeeee e

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIUHBI ..............ccceeeivenennnen.

7. METOJIMYECKUE YKA3AHUS JJIS1 OBYUAIOIETOCSI IO OCBOEHUIO
JUACTIATITIIIHDL. ...t s s e e seee s ee e s ee s ses e ses e e eeeesseesesesenees

8. OCOBEHHOCTH OCBOEHUA JUCHHUIIJIMHBI AJ151 UTHBAJNUJIOB U JIUIL C

OI'PAHUYEHHBIMU BO3MOKHOCTAMMU 3IOPOBDBS ..........coooiiiiiiiiiiiee,

@OHJ OLEHOYHBIX CPEICTB.........cciiiiiiiiiicitcter ettt
1.1 KoHTpoJibHbIE BONPOCHI U 32JaHUS K MPOMEKYTOUHOM ATTECTALMUE ......oovvenrreeeenireeeennreeeennnens
1.2 TeMBI IACBMEHHBIX PADOT .......cociiiriiiiiiiiitieieenee ettt et et e st e st seeeere e re e reesreesanesaneeneeneennees 10
1.3 KOHTPOIIBHBIC TOUKH .......cuveevieiieieenieente et eteesteesseesaeesreene e st e sreesmeeseeesaneeneesneesseesanesareeneeneennees 10
1.4 IPYTH€e O0BEKTBI OIEHMBAHMS ....c...eeueermteauteeteenteenutenutesseeseeseesseesseesaeeenseesseesseesseesasesasessseenseenses 11
1.5 CaMOCTOATENbHAS PAGOTA OOYUAKOIICTOCT ....cvveeneeinnrinnrienreereenseenueesseeeteenseesseesseesasesasesnseenseensees 11
1.6 HIxama OMEHTBAHTS PEBYIIBTATA ...cocuviruriereetientienieeneesreereereesseesseesseeereesseesseesseesanesmreeareenseesnees 11



1. HEJIM OCBOEHM S JUCHUITVINHBI

@OopMUPOBAHHUE Y CTYACHTOB 3HAHUW W YMEHUW IO CO3JaHUI0 3AlMIIECHHBIX
KOMITBIOTEPHBIX CETEH C NMPUMEHEHHUEM COBPEMEHHBIX MPOrPaMMHO-AIapaTHBIX
CPEICTB.

Hean:

2. MECTO JJUCHOUILJIUHBI B CTPYKTYPE OBPA3OBATEJIbHOM
IHPOI'PAMMBbI

Jucuunnnza b1.0 OcHOBBI MOCTPOEHUS 3aIUILIEHHBIX KOMIIBIOTEPHBIX CETEN
OTHOCHUTCS K 00s13aTtenpHOl yactu biioka 1.

3. IVNTAHUPYEMBIE PE3YJIbTATBI OBYUYEHUA 11O AUCLHUIIJIMHE

Konx u HammMeHOBaHMe Kon n
KOMIIEeTEHITHH HAMMEHOBAHUE Ilnanupyemble pe3yJibTaThl 00yUeHHs 10 TUCUMUIIIMHE
BBINYCKHUKA HHAUKATOpa
JOCTHKEHHS
KOMIIeTeHI M i
OIIK-1 - Cnocoben OIIK-1.2.01 - 3HaTh: MIPUHLINIIBI MOCTPOEHUS 3aIUILEHHBIX
OLIEHUBATH POJIb JleMoHCTpUpYET KOMITBIOTEPHBIX CETEH.
WHPOPMALUH, 3HaHUS B 00JIACTH
YMeTh: oLleHUBATh PoJib HH(pOpMAaLKHU, HHPOPMALUOHHBIX
MH(POPMALMOHHBIX HOCTPOEHUS . .
. TEXHOJNIOTHH W WHPOPMALMOHHON 0€30MacHOCTH B
TEXHOJIOTHH U 3aUIIECHHBIX
. COBPEMEHHOM OOIIECTBE, UX 3HAUCHHE Ui OOecreueHus
UH(POPMaILMOHHON KOMITBIOTEPHBIX

0e30macHOCTH B
COBPEMEHHOM OOIMIECTBE, X
3HAYEHUE I 00eCTIeYeHUs
00BEKTUBHBIX MOTPEOHOCTEH
JMYHOCTH, OOIIECTBA U

ceTeil, yCTaHOBKH,
HaCTPOMKH U
aJMUHUCTPHUPOBAHHS
CPEJCTB 3aIlUTHI
nHpOpPMAaLIIH B

OOBEKTUBHBIX TOTPEOHOCTEH JIMYHOCTH, OOIIeCTBA U
rocyapcTaa.

BJ'IaI[CTBI METOdaMH YCTAaHOBKH, HaCTpOﬁKH u
AIMUHUCTPUPOBAHUA CPCACTB 3aIllIUThI I/IH(i)OpMaL[I/II/I B
KOMITBIOTEPHBIX CETAX.

TOCYIapCTBa; KOMITBIOTEPHBIX
ceTsax
4. CTPYKTYPA U COAEP) KAHUE NUCHUITJIMHbBI*
O0beM TUCHUITHHBI
Homep n
HAMMEHOBAHHE TeM (akageMuvecKHe 4achl)
Conep:xanue TUCHUILTHHBI
u/um Konraktnas pagora
pa3aesioB/TeM
3JT | O3 Jp | CPO
T LK . | CereBbie apxutektypsl Ethernet, TokenRing, ARCNet,
eMa 1. RaHaIIbHBIN AppleAppleTalk. CermeHTauus c IIOMOIIIBIO
YPOBCHE JIOKATIBHBIX | o\ ivyTaTopoB M TepekiiiodeHne mopToB. PaGora 2 4 10

BBIYUCITUTEIHHBIX
cereit (JIBC).

kommyTtaropa Ethernet. CereBbie amantepbl: (yHKIHH,
npuHIUn pabotel. CeTeBble apaiiBepbl. becnpoBoaHbIe
JIBC. Crangapte IEEE 802.11, 802.15.1, 802.16.




Tewma 2. CereBoit

[Iporokon IPv4. Texuomorust macok. IIpotoxon IPv6.

[Iporokon ICMP. Mapmpytuzanus. puHnun 4 8 12
yposenn JIBC. ontumanbHoctH. Ilpotokonmsr RIP, IDRP, OSPF.

ITpotokon ARP.
Tema 3. IIporokon TCP.YcranoBka coenuHenus. [Iporokon
TpancopTHBIT UDP. 2 4 8
yposeHs JIBC.
Tema 4. Cayx6a DHCP. Ciyx6a DNS. ITouToBble TPOTOKOJBIL:
[puknannoi SMTP, POP3, IMAP. 2 ) 10
YPOBEHB.

Tewma 5. Bonbuine
CETH.

KoMrioHeHTsl OOJIBIINX CETeH: MOBTOPUTENIN, MOCTHI,
KOMMYTAaTOPbI, MapUIPyTU3aTOPhI, ILTI03bL. TOMOI0OTHH
ro0anbHBIX cerell. [lepenaya MaHHBIX B II00AJIbHBIX
BBIUHCIUTENBHBIX CETSAX: KOMMYTallusl [AKeTOB U
KOMMYTalus KaHaJOoB. Coenunenue MEXIY
TII00ATBHBIMU U JIOKAIBHBIMH CETSIMH. [IpOTOKOIBI U
CIy>kOBI YIaJICHHOTO JIOCTYTIA.

Tema 6. @OYyHKIMU  aJAMHHHCTpAaTOpa  CETU.  YIpaBJICHUE

AJIMUHUCTPHpPOBaHH | POU3BOIUTENBHOCTBIO  ceTH. Ciy)Obl KaTajoros. 4 6 12
e CeTH. AIMUHHCTPHpPOBaHHWE  TOJB30BaTeNled W TPYIIIL

Y naneHHOe aAMHUHUCTPUPOBAHHE.

Tema 7. Knaccugpukanus yrpos. IlpuHnmmer  obecneueHus

Beszonacnocth 0e3omacHOCTH [Nonutuka 0e30macHOCTH. 6 8 18
CEeTEeROTO AytenTudukanys monp3oBaTeneit. OTKa30yCcTOMINBEIC

B3aUMOJIEHCTBHSL. KJIacTephbl.

KoHTpoJn: 36
Bcero mo gucoumninHe: 22 0 42 80

*3JIT — 3aHATHS JIEKHUOHHOTO THIIA, [13 — BCe BUBI 3aHATUI CEMUHAPCKOTO THIA, KPOME Ja00paTOpHBIX
pabor, JIP — nabopatopusie pabotsl, CPO — camocTosTenbHas paboTa 00yJaromerocs

5. YYHEBHO-METO/JNMYECKOE N THOOPMAILIMOHHOE

OBECIIEYEHME JUCIIUITJINHbI

5.1 Pexomenayemasi Jiuteparypa

bubauorpadguueckoe onucanue uzganus (aBTop, 3arjiaBue, BUj,
MeCTO U o/l U31aHHUs, KOJI. CTP.)

DJIEKTPOHHBIE PeCypPChI

1. UepHokumwkHEIH [.M. Beraucaurenbasie cetr. KOHTpos

http://opac.unecon.ru/elibrary ...

0e30IMacHOCTH B KOMIIbIOTCPHBIX CCTAX. CH6F3y, 2018, 98c. 20%D1%81%D0%BS%D1%82%D0%BS.Ddf

2. UepnokHamwkHEIHN [.M., BacubeBa 1.H. OmnepanimoHHbIe CHCTEMBL.

CIIoIDY, 2018, 220c.

http://opac.unecon.ru/elibrary ...
81%D1%82%D0%B5%D0%BC%D1%38B.pdf

3. UepHokHmKHEIHN [ .M. 3ammuTa ceTeBbIX HHPOPMAITHOHHBIX

https://opac.unecon.ru/elibrar ...

rexnosoruid. CII6IDY, 2018, 132c. BE%D0%BD%D0%BD%D1%3B%D1%85.pdf

4. UepHOoKHIKHBIA .M. ATMUHUCTPUpPOBaHHUE CPEJICTB 3AIIUTHI

MHGOPMAIIMH B KOMITBIOTEPHBIX CUCTEMaX M CETSX : ydeOHOe mocooue https://opac.unecon.ru/elibrar ...

CIIoIDY, 2020, 90c.

B5%D0%B4%D1%81%D1%82%D0%B2.pdf



http://opac.unecon.ru/elibrary/2015/ucheb/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B5%D1%82%D0%B8.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B5%D1%82%D0%B8.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B.pdf
https://opac.unecon.ru/elibrary/2015/ucheb/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0%20%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D1%85%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85.pdf
https://opac.unecon.ru/elibrary/2015/ucheb/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0%20%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D1%85%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85.pdf
https://opac.unecon.ru/elibrary/2015/ucheb/%D0%90%D0%B4%D0%BC%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D1%80%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%20%D1%81%D1%80%D0%B5%D0%B4%D1%81%D1%82%D0%B2.pdf
https://opac.unecon.ru/elibrary/2015/ucheb/%D0%90%D0%B4%D0%BC%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D1%80%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%20%D1%81%D1%80%D0%B5%D0%B4%D1%81%D1%82%D0%B2.pdf

5.2 IlepeyeHb JINIEH3HOHHOTO M CBOOOHO PACIPOCTPAHAEMOTI0

MMporpaMMHoOIo oﬁecneqennﬂ, B T.4. 0T€CIYCCTBCHHOI'O IPOU3BO/ICTBA

- 7-Zip
- Debian
- Oracle VM VirtualBox

- OC Anbt obpazoBanue 10
- LibreOffice

5.3 [lepeuenb unopmanuoHubix cnpaBouHbix cucrem (MCC) u
COBpeMeHHbIX npodeccuoHanbHbIX 0a3 JaHHbIX (CIIB)

Ne HaumenoBanue CIIB/l/ UCC

1. DekTponHas oubnmroreka Grebennikon.ru — www.grebennikon.ru

2. Hayunas snexkrponHas 6ubnuorexka eLIBRARRY — www.elibrary.ru

3. Hayunas snexkrponHas 6ubnuorexa KubepJlenuka — www.cyberleninka.ru

4. basa gannbeix ITOJINTPE]] CripaBounuku — Www.polpred.com

5 basa nanaeix OECD Books, Papers & Statistics na miargpopme OECD iLibrary
' www.oecd-ilibrary.org

6 CrnpaBouHas paBoBas cucrema Koncynprantllntoc (MHCTaIIMPOBaHHBIN pecypc
' CII6I' DY mmm www.consultant.ru)

7 CrpaBounas mpaBoBas cucrema «I’APAHT» (urctamumpoBannsiii pecypc CIIOI DY
' WM WWW.garant.ru)

g HudpopmanrmoHHO-cripaBouHas cuctema «Koeke» (MHCTaIUIMPOBaHHBIN pecype
' CIIOIDY wimu www.kodeks.ru)

9. DsekTpoHHas oubnmmuoTeuHas cuctema BOOK.ru - www.book.ru

10. PnexTponnas Guémuoteunas cucrema DbC IOPAUT — www.urait.ru

11 3JI€KTp0HI—¥O-6I/I6JII/IOTe‘IHa$I cuctema SHAHUYM (ZNANIUM) —

WWW.zZnanium.com
12. OnexTpoHHas 6ubmuoreka CII6I" Y- opac.unecon.ru

6. MATEPMAJILHO-TEXHUYECKOE OBECIIEYEHUE
T CIUTLIAHBI

J{ns peanu3anny TaHHOM NUCHUIUIMHBI UMEIOTCS CHENUAIBHBIE TOMEIICHUS

JUIl TPOBENECHUSA 3aHATUM JICKUMOHHOTO THIIA, 3aHATUM CEMHHApPCKOrO THIIA,
KypCOBOTO TMPOEKTUPOBaHUS (BBINOJHEHUS KYypPCOBBIX pa0OT) TpPyNIOBBIX U
WHIVBUAYAJIBHBIX KOHCYJIbTAlMM, TEKYLIErO0 KOHTPOJIA U IMPOMEKYTOUHOU
aTTecTallly, a TAK)KE IOMEIEHUS 111 CAMOCTOSITENIbHOM pabOThI.


http://www.grebennikon.ru/
http://www.polpred.com/
http://www.oecd-ilibrary.org/
http://www.znanium.com/

[Tomemenuss ocHamieHbl OOOPYJOBAHMEM M TEXHUYECKHMHU CpEACTBAMU
oOyJeHwus.

[Tomemenuss s CaMOCTOSATENBHOM pabOThl OOYYaIOIIUXCS OCHAIEHBI
KOMITBIOTEPHON TEXHUKON C BO3MOYKHOCTBIO MOJKIIIOUEHUs K ceTu "HTepHeTr" n
o0OecrieyeHneM JIOCTyna B D3JIEKTPOHHYIO HH(DOPMAIMOHHO-00pa30BaTEIbHYIO

Cpely YHHBEPCHUTETA.

HaumeHnoBanue yueOHBIX ayIUTOPHii, IepedyeHb

Anpec
(MecTOMOJI0KEHNE)
Y4eOHBIX ayAuTOpHii

Ayn. 2045 VYyebnas aymuropus (IS TPOBEIEHUS 3aHATHN JIeKIMoHHOTO THma u | 191023, 1. CaHkT-
3aHATHH CEMHHAPCKOIo THIIA, KypCOBOT'O MPOEKTHPOBAHMS (BBHINMOMHEHUsT KypcoBbIX | IletepOypr, yin. Kanan
paboT), TpyNmoBBIX M WHIMBUAYaJbHBIX KOHCYJIbTallMH, TEKymero KoHTpois u | I'puboemoBa,  30/32,

MIPOMEKYTOUHON aTTeCTaluu), o0opyznoBaHa MYJIbTUMEIUHHBIM

komIiekcoMm.Criennanu3upoBanHas Mebenb u 00opynoBaHue: YueOHasi meOenb Ha
78 TmoOcamoYHBIX MeCT, pabodee MECTO TMpemojaBaTess, Aocka MenoBas (3-x
CeKkimMoHHas) - 1 mT., kKadempa - 1 mmr., crymeeB - 2 1mr. [lepeHocHOU
MyJibTAMeUiHbBIH KoMIutekT: Hoyroyk HP 250 G6 1WY58EA, MynbTuMeauiHbIH
mpoexktop LG PF1500G. HaOopbl JeMOHCTPallMOHHOTO O0OOPYJOBaHUSA U Y4eOHO-
HATJBITHBIX TIOCOOMH: MYJIbTUMEJUNHHBIE TIPWIOKEHHS K JIGKIIMOHHBIM Kypcam |

IMPAKTHYCCKUM 3aHATHAM, HHTCPAKTUBHBIC yT-Ie6H0'HaFJI5I,I[HI>IC IoCco0usI.

autep «A», «by», «P»

Ayn. 0007 KowmmproTepHBI Kiacc (i TpoBeIeHUS MNpakThdeckux 3aHatuid, | 191023, 1. CaHkT-
KypCOBOTO MPOECKTHPOBaHMS (BBIMOJHEHHS KypcOBHIX paboT) ¢ mnpumeHenueM | [letepOypr, yn. Kanan
BBIYUCIUTEIbHON  TexHUKH). OOopyaoBaH  MyJIbTUMEIUHHBIM  KomIuiekcoM. | [puboemosa,  30/32,
Crenuanu3upoBaHHas  meOenb M oOopyaoBanue: YyeOHas MeOenb Ha 33 | murep «A», «b», «P»

MOCAJI0UHBIX MecTa, pabodee MEecTO MpernojaaBaTess, Jocka MenoBas - 1 IIT., JocKa
MapKepHas Ha KOJieCMKax - | IIT., Bemiajka CToika - 3 miT., JKamo3W - 3 IIT.,
Kommerotep Intel Core i3 6100/ MSI H110M PRO-D/ O3Y DDR4 8GB
2400MHz/SSD SATA 1l 240Gb/Aerocool Qs-180 400W/KnaBuatypa + MBbIIIb
Microsoft400 for Business/monutop Asus VS228DE - 24 mt., MynbTHMEAUAHBIH
npoektop Tun 1 Optoma x 400 - 1 mr., Hoyroyk HP 250 G6 1WY58EA - 2 mir.
Habopsl AeMOHCTpPAITMOHHOTO OOOPYIOBaHUS U YYEOHO-HATIIAIHBIX ITOCOOUIA:
MYJIBTUMEIMIHHBIC TIPUIOKEHUSI K JICKIIMOHHBIM KypcaM W MPaKTHUECKUM 3aHSITHSM,

WHTEPAKTUBHBIE YUCOHO-HATIISAIHEIC TTOCOOHS.

Ayn. 2021 Jla6opatopust "JlabopatopHslii komiuiekc"CnenuanusupoBanaas mebens | 191023, 1. Caskr-
u obopynoBanue: YueOHas meOenb Ha 22 mocanouyHbIx Mecta (22 kommnbloTepHbix | [letepOypr, yn. Kanan
CTOJIa, YePHBIX Kpecen 22mT.) YueOHas meOenb Ha 42 nocagouynbix mect (mapt 21 | [puboenosa,  30/32,

mIT.,) paboduee MecTo mpenoaaBaTess (KOMIBIOTEpHBIH cTon 11IT.)q0cKa, MenoBas 3-
X CeKUuOHHast 1mT., Tocka MapKepHas Ha Kojecukax | mr., yacel 1 mr., kadenpa
lmr., cton lmrT., TymM6ouka lmrT., cTynm w30 4mT., BemIadKa CTOWKA 2IMIT., )KaIFO3H
3mrr. Kommeiotep 15-8400/8GB/500GB_SSD/Viewsonic VA2410-mh - 23 mir.,
YcraHoBKa JIEMOHCTPAalMOHHBIX y4eOHbIX (uiapMoB - 1 mT., Kommeiorep B
KOMIUTEKTaIMK cucTeMHbI 00k Intel pentium x2 g3250 wmaBuarypa+wmbimb L
(kectkuit auck500gb,mouutop philips 21.5") - 1 mt. Habopsl 1eMOHCTPAIIMOHHOTO
000py/ZIOBaHNSI U Y4eOHO-HATIISIHBIX [MOCOOMH: MYyNbTHUMEIMUHBIC MPHIOKEHUS K

JICKHUOHHBIM KypCaM H TMPAKTUYCCKUM 3aHATUAM, HWHTCPAKTUBHBIC y‘l€6HO-

autep «A», «by», «P»
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HaTJISITHBIC TIOCOOMS. | ‘

7. METOJAUYECKHUE YKA3AHMS JJI51 OBYYAIOILIETOCSI IO
OCBOEHMUIO JTUCHUMIUHBI

[Ipuctymass K W3Y4YEHUIO MUCIUIUIMHBI, OOydYaroIIeMycs HE00X0IuMO
03HAKOMUTHCS CO CIEAYIOIMMU JOKYMEHTaMU:

— y4eOHO-METOIMUECKOM JOKYMEHTAIIUEH,

— JOKaJIbHBIMM ~ HOPMATHUBHBIMU  aKTaMH,  PENIAMEHTHPYIOLIUMU
OCHOBHBIC  BOIPOCHl  OpPraHU3AIMM H  OCYIIECTBICHUS OOpa30BaTEIHHOU
JEATEIIbHOCTH, B TOM YKCJI€ PErVIAMEHTUPYIOLIME TOPSIA0OK MPOBEACHUS TEKYIIETO
KOHTPOJISI yCTIEBAEMOCTH M MIPOMEKYTOYHOM aTTeCTAIlUU 00YyJaronuXCs,

— rpadukom KOHCYJIbTalNi COTPYJIHUKOB npodeccopcko-
IPEenoIaBaTeIbCKOro COCTaBa.

YpoBeHb U TIyOMHA OCBOCHUS JUCIMIUIMHBI OMNPESISIOTCS aKTUBHOW U
CUCTEMAaTHUYECKON paboTOll 00yYaroluXcsl Ha JIEKIIMOHHBIX 3aHSTHUSX, 3aHATHUAX
CEMUHAPCKOTO THUIIA, BBIMOJHEHUEM CaMOCTOATEIHLHON pabOThl, B TOM YHCIIC B
YacCTHU BBIJICJICHHUS HanboJiee 3HAYMMBIX U aKTyaJIbHBIX MPOOJIeM IS JajdbHEUIIero
uzydeHusi. OcoObIM yCJIOBHEM Kaue€CTBEHHOTO OCBOCHHUS JUCIUIUIMHBI SBIISETCS
aexkTuBHAs oOpraHuzaius TpyJa, I[O3BOJISIIONIAS —paclpeleuTh YyueOHYIO
Harpy3Ky paBHOMEPHO B COOTBETCTBUU C IpaMKOM yueOHOTO IMpoIiecca.

[Ipu moaroroBke K y4eOHBIM 3aHSATHUAM OOYYAIOIMMCS MPEAOCTABIISACTCS
BO3MOXXHOCTh ~ TOCEIICHUS  KOHCYJbTAllMd  COTPYJHUKOB  Mpodeccopcko-
npenoaaBarelbckoro cocrtaBa CIIOI'DY cormacHo pacnucanuio, YyCTaHOBICHHOMY
B rpaKke KOHCYJIbTAIUH.

AynutopHas W BHeayaMTOpHas paboTra oOydarommxcsl JOJDKHA OBITh
HarpaBjeHa Ha (OpMUPOBaHUE!

— (¢yHIaMEHTAIbHBIX OCHOB MHUPOBO33PEHUS O0yJaroIIXcs u
€CTECTBEHHOHAYYHOT'0 O3HAHUS,

— 0a3uCHBIX 3HAHUM, COOTBETCTBYIOIIUX HAMPABJICHUIO TOATOTOBKH U
3asiBJI€HHOW NpodeccHoHanbHOil o00mactu, (OPMHUPYIOLIUX LEIEBYI0 U
poecCHOHANIbHYIO OCHOBY JIJIsl TOJITOTOBKHU KaJIPOB;

— mnpodeccuoHaIbHBIX KOMIIETEHIIMA OPUEHTUPOBAHHBIX Ha YAOBIIETBOPEHUE
NOTPEOHOCTEN phIHKA TPY/A;

—  UHAMBUAYAJIBHON TPAEKTOPUHU MOCPEICTBOM OCBOEHUSI YHUKAJIBLHOTO Habopa
npo(EeCcCUOHANIbHBIX KOMIIETEHLIMA JOMOJHSIOIUX KOMIIETEHTHOCTHYIO
MoOzeNIb  OOydaromierocsi, 3a CYeT OpUEHTAllMd Ha  KOHKPETHbIE
npodeccuoHaNbHbIE CHEUATN3UPOBAHHBIE 00JIACTH 3HAHUM, ONIpeieiieMble
MPEACTABUTENSIMU PhIHKA TPY/Ia;



— METaHaBbIKOB O0OYy4arolUXcs, TAKUX KaK: KOMaHAHas padboTa U JHUIEPCTBO,
aHalln3 JaHHBIX, IU(POBBIE HABBIKH, pa3padOTKa U pean3alus MPOEKTOB,
MEKKYJIbTYPHOE B3aUMOJECHCTBUE.

8. OCOBEHHOCTHU OCBOEHUSA JUCIHUIIJIMHBI J1JIs1 UTHBAJINIOB
N JInl C O'PAHUYEHHBIMHA BO3MOKHOCTAMMU 310POBbS

OOyueHue 0OydarOUIMXCS C OTPAHUYCHHBIMH BO3MOXKHOCTSIMH 3JIOPOBbBSI
IpU HEOOXOIMMOCTH OCYIIECTBISETCS Ha OCHOBE aJalTHPOBAHHOW pabodveid
IpOrpaMMbl  C  HCIOJB30BAaHUEM  CICIHAIBHBIX  METOJOB  OOYYCHHS W
JTUIAKTHYCCKUX ~ MaTepUalioB, COCTABJICHHBIX C  YYE€TOM  OCOOCHHOCTEH
NICUXO(U3HUECKOTO PAa3BUTHS, WHIUBUAYATBHBIX BO3MOXKHOCTEH W COCTOSHUS
3JI0POBbsI TAKWX O0ydaromuxcs (00yJaromierocs).

B memsix ocBoeHust yueOHOW MporpamMmbl JAUCIHUIUIMHBI WHBAIAJAMUA |
JUIAMHA  C  OTPAaHWYCHHBIMH  BO3MOJKHOCTSIMH  37I0POBbS Y HUBEPCHTET
o0ecrneynBacrT:

— U1 MHBAJIMJOB M JIUL[ C OIPAaHUYEHHBIMH BO3MOXHOCTSIMH 370POBbS I10
3pEHUI0: pa3MelIeHHe B JAOCTYMHBIX Ui OOYYaroIIUXCs, SBISIOMINUXCS CICHBIMU
Wi cnaboBUIAIIMMU, MECTaX W B aJalNTHUPOBaHHONW (opMe CIpaBOYHOU
UHpOpMALlUM O paclucaHuM Y4YeOHBIX 3aHATUH; MPHUCYTCTBUE ACCUCTEHTA,
OKa3bIBAIOIIETO oOyuaromemycs HEOOXOUMYIO MIOMOIIIb; BBIITYCK
aIbTePHATUBHBIX (HOPMATOB METOAMYECKUX MaTepHUanoB (KPYMHBIM MmpudT wiu
aynohane);

— JUISl UHBAIMJIOB M JIMI[ C OTPAHUYEHHBIMU BO3MOXHOCTAMU 3JI0POBbS 1O
CIIyXY: HaJIJIe)KaIIUMU 3BYKOBBIMU CPEJICTBAMH BOCIIPOU3BEICHUE UHPOPMAIIUK;

— Ui WHBAJIUJOB M JIMI C OTPAaHUYCHHBIMHU BO3MOKHOCTAMH 370POBBS,
MMEIOIINX  HAPYLICHUS  ONOPHO-IBUTATEIIbHOTO  armapara:  BO3MOXHOCTb
OecnpensITCTBEHHOTO JOCTYyMa O0y4aroluXcs B y4eOHbIC MOMEIICHUS, TyaJIeTHbIC
KOMHAThl U Jpyrue MnoMenieHus Kadenpsl, a Takxke NpeObIBAaHUE B YKa3aHHBIX
ITOMEIIECHUSIX.

OO6yuaronuecs U3 yrcia nHBaIuI0B U uil ¢ OB3 obecrnieueHsl meyaTHBIMU
U (WaM) DJIEKTPOHHBIMM  0Opa3oBaTeNbHBIMU  pecypcaMu B (opmax,
aJanTUPOBAHHBIX K OIPaHUYEHUSIM UX 370poBbsi. OOpa3oBaHHEe OOYYaAIOIIUXCS C
OTrPaHUYEHHBIMU BO3MOKHOCTSIMH 3/10POBbSI MOXXET OBbITh OPTraHM30BAaHO Kak
COBMECTHO C JIPYTMMHU OOYYAIOUIMMUCS, TaK U B OTHEJIbHBIX TPYIINAaX WA B
OTJIEJIbHBIX OPTraHU3ALMSIX.
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®OHJI OLIEHOYHBIX CPEJICTB

1.1 KoHTpOJIbHBIE BONIPOCHI U 32IaHUSA K IPOMEKYTOYHON aTTecTAlluU

Bonbmme cetr: MOBTOPHUTEIH, MOCTBI, KOMMYTATOPBI, IIUTFO3bI, MOJIeMBbI, agantepsl ISDN.
Hacrpoiika npsimoit u o6partHoii 30H mpocmotpa DNS na Windows Server 2016.

['moGanbHBIe ceTH: TOMONOrHK; TUIBI KomMmyTaruu; TexHojgoruun PSTN, ISDN, DSL, X.25,
FrameRelay, OC-Sonet

Crek TCP/IP. ITpotokonslt ARP, RARP, ICMP.

Hopsanox pacnpenenenus IP-agpecos. [Iporokon DHCP.

OTtobOpakenue qoMeHHbIX UMEH Ha IP-agpeca (ciy:x6a DNS).

CereBoe aIMUHHCTPUPOBAHKE B PACTIPEACICHHOM CETH. 3aauyl U 1IEIIH.
Co31ath 3a1aHHYI0 KOH(PUTYPALIUIO CETH C MOMOIII0 aMyisaTopa Cisco.
becnpoBoansie cetn. Crangapt 802.16.

VYcranosute Ubuntu Server u HacTpouTsh Samba u Midnight Commander.
becripoBognbie cetn. OCHOBHBIE CITOCOOBI OECTIPOBOAHON TIepeayn.

Bxirounts pabouyro cranimo B jgomen na Windows Server 2019. Hactpouts BXOX
MOJIb30BATEISI B JOMEH C paboyeil cTaHIuH.

CeteBble amanrtepsl. [lpaiiBep miaThl CETEBOrO aanrepa.
[TepexBatuth Tpaduk ¢ momoripio Wireshark.

[lepenaya curHajioB: MOIyJIMPOBaHHAs U HEMOJYJIMpOBaHHas nepenava. [lepenaua maHHbBIX
1o cetu. MeTtoibl 1ocTyna K ceTeBoMy Kabeo.

Hactpouts wuHbpacTpykTypy OTKphIiTOro kioua Juis \WWeb-cepBepa. 3amumienHoe
nojakiroueHne kiuenrta k Web-cepsepy.

Kananpnsbiii ypoBerb Mmojenu TCP/IP. CeteBbie apxutekTypbl. Ctanmaptel Ethernet.
CoznaTh BHeWHIOW ceTh B Hyper-V.

Mapmpyruzanus. [Iporokonsr RIP, IDRP, OSPF.

VYcranoButh kKoHTpoiep AomeHa WindowsServer2019.

CeteBoii ypoenb mozenu TCP/IP. Anpecanus. TexHOIOTHS MaCOK.

COSI[aTI: y‘IeTHBIe 3aIlIucCu HOHLSOBaTeHeﬁ nu JIOKAJIbBHBIX T pyl'[l'[ B JOMCHC
WindowsServer2019.

[Iporoxon IPv6.

OnpeaenuTh HOMEP y371a U KOJMMYECTBO BO3MOXKHBIX y370B mo IPV4-ampecy u macke
noJiceTd. BriBecTH TaONHIly TPACCUPOBKH IS 33TAHHOTO y3JIa.

CrenuaibHble TEXHOJIOTHH OpTaHM3alluu ceTeil (0030p): ymaleHHBIM JOCTYI, CETH C
TOHKMMHY KJTUCHTaMH, IOMAITHUE CETH.

3anaya Ha co3/laHue 3aJaHHOM nojaceTu. BkitoueHue padbouel CTaHIIMK B JOMEH.
Opranmsanus nomeroB Windows . JloBepuresbHbIE OTHONICHHS, PETUTHKALINS, CANTBI.

Onpenenmute HOMep mozacetn mo IPV4-aapecy m macke mojacetu. BeiBom m TpakToBKa
CBeJIeHHH 0 KoH(puUrypamuu nporokosna IP.

Cayx0bI katasioros: Ctanmapt X.500, mpotokon LDAP, ActiveDirectory.

COSI[aTI: y‘IeTHBIe 3aIlIMCHu T J'IOﬁaJ'IBHLIX n yHI/IBepcaHLHBIX T pyl'[l'[ B JOMCHC
WindowsServer2016.

TpancnoptHsiit yposerb mozaenu TCP/IP.

becnpoBoansie cetn. Crangapt 802.11.

3amada Ha co3gaHue 3aqaHHoM mojaceTH. Pabota ¢ mpotokosom ARP.
becnpoBoauwie cetu. Cranmapt 802.15.1 (Bluetooth).

Hactpouts cepsep DHCP B WindowsServer2019.
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36  IlouToBBIE IPOTOKOJIBI.

37  TI'pynmossie nonutiku Ha npumepe OC Windows Server.

38  VYcranosuth KaliLinux u mokasath OCHOBHBIC CETEBbIC (DYHKIIMU ONIEPAIHOHHON CHCTEMBI.
39  BupTryasibHbIC YaCTHBIE CETH.

40  Co3snpath aHOHMMHOE ToKITIOUeHHE K Web-cepBepy. BoImoiHUTE Oe30MacHOe MOAKIIOUCHHIE
Kk Web-cepsepy.

1.2 TeMbl NMCbMEHHBIX PadoT

3ammra HHQPaACTPYKTYpHl MapIIPyTH3AIHH.

3amuTa UHQPACTPYKTYphl KOMMYTalUH.

[TocTpoenue otkazoycroiunBoii JIBC Ha 6a3e nporokosia STP.

3ammra JIBC ot aTak KaHAIBHOTO YPOBHSL.

[octpoenne mapupytusupyemoii JIBC.

3amuTa cereBoil HHPPACTPYKTYphl OT HECAHKLIMOHUPOBAHHOTO JIOCTYTIA.
3amuTa 6ecripoBoanoii JIBC.

3amuTa nepumMeTpa CeTu.

Kpunrorpaduueckas 3amura KaHaJIOB Mepelayd JaHHBIX OT HECAHKUMOHHPOBAHHOTO
JOCTYTIaM.

10  Co6op npeaBapuTebHOM HHDOPMAIIAN O CETH.

11  Wnentudukanus y3/ioB U MOPTOB CETEBBIX CIYKO.

12 Vnentudukaius ciry:x0 v MPUIOKESHUH.

13 HWpeHTuduKanus onepauoHHBIX CUCTEM.

14 Vpentudukanus ys3BUMOCTEH CETEBBIX MPHIOKECHUHN IT0 KOCBEHHBIM MPU3HAKAM.
15  Cxkanmposanue ys3umocteir CYB/] Oracle.

16  CkaHupoBaHHE ySI3BUMOCTEH BEO-TIPUIOKEHUIA.

17 Koudurypamus pacmmpeHHON 6€30MacHOCTH AJisi BUPTYaJIbHOTO BXO/A.

18  Kouduryparms npuBUIETUPOBAHHOTO TOCTYTIA.

19  Kondurypanus nocryna CLI ocHoBanHast Ha posX.

20 Ucnonb3oBanue Syslog ass 6e30MacHOCTH CETH.

21  Ucnonp3oBanue SNMP 1t 6e30macHOCTH CEeTH.

22  Ucnonb3oBanue NTP.

23  BrImonHEHHE ayuTa CeTEeBOM 0€30MacHOCTH.

24 YcrpaHeHHE YSI3BUMOCTH MapIIpyTHU3aTopa ¢ HCIoib3oBanneM AutoSecure.
25  YcTpaHeHue ysS3BUMOCTH MapIIpyTH3aTopa ¢ ucrnosib3oBanueMm SDM.

O© 0o N ol h WN -

1.3 KoHTpOJIbHBIE TOYKHU

HomMep KOHTpPOJILHOT Tun KOHTPOJIbHOM Cnoco06 nmpoBeneHust Homepa Tem
TOYKHU TOYKH
1 HenoBas urpa C ITIOMOIILIO 1-4

TEXHUYECKUX CPEACTB
1 UHPOPMAIIMOHHBIX
CHCTEM

2 HenoBas urpa C ITIOMOIILIO 5-6
TEXHUYECKUX CPEICTB
1 UHPOPMAIIMOHHBIX
CHCTEM

3 Texymui KOHTPOIb C TIOMOIIBIO 1-7
TEeXHUYECKUX CPEJICTB
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1 UHPOPMAIIMOHHBIX
CHUCTEM

1.4 [Ipyrue 00beKTHI OLICHUBAHUSA
Paboueit mporpaMMoi TUCITUTUTMHBI HE TIPEyCMOTPEHO.

1.5 CamocrosiTesqibHasi padoTa 00y4arIerocs

HaunmeHoBaHMsI caMOCTOATEIbHON padoThI Homepa Tem
[MoaroToBka K JIEKIMOHHBIM U TIPAKTHYECKUM 1-7
3aHATHAM
BelnonHeHyne joMalHux 3a1aHui 1-7
KypcoBoe npoekrupoBanue 1-7
[ToaroroBka K S5K3aMeHy 1-7

1.6 llIkana oueHUBaHKUS pe3yJabTaTa

[IIkanbl OLICHUBAHUS U MPOLIEAYPbl OIIEHUBAHUS PE3YIbTATOB OOYUYECHUS MO
AUCHUIIMHE  perjameHTupytorcss  [lonoxkeHneM O  TEKylleM  KOHTpOJIE
yCIIEBAEMOCTH W TPOMEKYTOYHOW aTTECTAllMM OOYyYaloUIuXcs MO MporpamMmam
BbIcIIero oopa3zoBanus u [lonoxxeHrneM o OAITbHO-PEUTUHTOBON CUCTEME.

Jnsa  oueHkn cHOPMUPOBAHHOCTH PE3yJIbTaTOB OOyYEHHs MO JUCHUIUIMHE
UCIIOJIB3YETCs 0a/1JIbHO-PEeTHHIOBAsA CHCTEMAa yCIIeBaeMOCTH 00y YAl IMXCS:

®opmoli UTOrOBOr0 KOHTPOJSL MO JUCIUIUIMHE SIBISETCA 3K3aMeH (WiH
nudpepeHIMpOBaHHbIN 3a4eT), UTOTOBasi OIeHKa (OPMUPYETCS B COOTBETCTBUU
CO IIKAJIOH, MPUBEICHHON HUXKE B TAOIUIIE:

basl Ouenka
<=H4 HEYI0BJIETBOPUTEIILHO
55-69 YIOBJIETBOPUTEILHO
70-84 XOPOIIO
>=85 OTJIMYHO

IIIkana oueHUBaHUA pe3yabTaTra

2 (6ayn o 54) JleMOHCTpUpYyeT HEeMOHUMaHUe TpoOJeMbl. MHOTHE TPeOOBaHHMS, MPEABABISICMBIE K
3aJIaHHIO HE BHITIOJHEHEI.

JleMoHCTpHpYeTCS MEPBUYHOE BOCIpUSATHE MaTepuana. PaboTa He3akoHYEHA W /WM
9TO TUIaruar.

3 (6am 55-69) JleMOHCTpHUpYeT 4YacTUYHOE IMOHUMaHHWE MpoOJieMbl. BONBIIMHCTBO TpeOOBaHUM,
NPEBSBISIEMBIX, K 33JJAHUIO BHITTOJTHCHBI.

Bragenue 3nemMeHTaMu 3aJJaHHOTO MaTeprana. B OCHOBHOM BBITIOJIHEHHBIH MaTepHa
TIOHATEH ¥ HOCHT IEJIOCTHBIN XapakTep.

4 (6amn 70-84) JleMoHCTpHUpYyeT 3HAYUTEIIBHOE IOHUMaHNE MPoOIeMbl 0003HAYECHHOW AMCIUTUINHOM.
Bce TpeboBanus, MpebsBIsieMbIe K 33aHUIO BBHITIOJTHCHBI.

CopepkaHue BBHITIONHCHHBIX 3aJ]aHWN PACKPBITO U PAacCMOTPEHO C PAa3HBIX TOYEK
3pEHHSL.

5 (6am 85-100) | JTeMOHCTpHPYET MOIHOE TIOHMMaHKe MpodIeMbl. Bee TpeboBaHms, IpeabIBIIEMBIE K
3aJIaHHIO BBITTOITHEHBI.

[IpoeMOHCTPUPOBAaHO  YBEPEHHOE  BIIAJICHUE  MATECPUAJIOM  JTUCIUILIHHEIL.
BrIToTHEHHBIE 331aHUS] HOCAT IENIOCTHBIX XapaKTep, BHIMOJHEHBI B TIOJHOM 00bEMeE,
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CTPYKTYpPUPOBAHBI, NPEJICTABICHbl Pa3IMYHbIE TOUKH 3PEHMSA, IPOAEMOHCTPHUPOBAH
TBOPUYECKUH MOAXO.
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