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1. HEJIM OCBOEHM S JUCHUITVINHBI

Hean:

N3yuenue

MMPUHIIHUIIOB

MOCTPOCHHUS |
KPUNTOrpaMuecKUX TPOTOKOJIOB [UI pPEHICHUs] NMPOQEecCHOHANBHBIX 3a7ad B
obsacTi nH(OPMAIIMOHHOHN 0€30MacHOCTH.

IIPAaKTUYECKOr0  IPUMEHEHHUS

2. MECTO JJUCHOUILJIUHBI B CTPYKTYPE OBPA3OBATEJIbHOM
IHPOI'PAMMBbI

Hucuunnuna b1.0 Kpuntorpadguueckue mpoTOKOIbI OTHOCUTCS K 0053aTeNbHOM

gyactu bioxka 1.

3. IVNTAHUPYEMBIE PE3YJIbTATBI OBYUYEHUA 11O AUCLHUIIJIMHE

Koa n HaumeHnoBanue Kon n
KOMIIEeTEHITHH HAMMEHOBAHUE Ilnanupyemble pe3yJbTaThl 00yUeHHS 10 TMCHHUILIMHE
BBIIYCKHUKA HHAUKATOpa
JOCTHKEHHS
KOMIIeTEeH N i
OIIK-1 - Cnocoben OIIK-1.3.02 - 3HaTh: NPHUHLUUIBI TOCTPOEHUS M OCHOBHBIE THIIBI
OLIEHUBATH POJIb CrniocobeH KpUNTOrpa)MueCKuX MPOTOKOJIOB, 00ECTIEUNBAEMBIE MU
WHPOPMALUH, HacTpauBaTh U cepBUCHl  0E30MacHOCTH,  OCHOBHBIE  aTaku  Ha
WH(OPMAITMOHHBIX WCIIOJIb30BaTh KpunTorpadudecKie MpoTOKOIIBI.
TEXHOJOTUMN U MPOTPaMMHO- .
N YMeTb: TpOBOOWTH aHalM3, BHIOOP U  HACTPOWKY
WH(GOPMAITHOHHOM anmapaTHbIe
KpUNTOrpa)MuecKuX MapaMeTpoB 3aIIMIICHHBIX CETEBBIX
0e301acHOCTH B cpencTBa .
. | TIPOTOKOJIOB, CpPEACTB KpUNTOTpapuIecKoil  3aluThI
COBPEMEHHOM 001IIecTBE, UX | KpUNTOrpaguyecKoi
HHGOPMAIUH TS PEIICHUS MPO(PECCHOHAIBHBIX 3a/1a4.
3HAYEHHUE I 00ecreYeHus] | 3aIIUThI
OOBEKTHBHBIX MOTPEOHOCTEH | MHpOpMALMHU B Brnagers: HaBbIKaMH =~ HACTpPOMKHM U NPUMEHEHUS
JIMYHOCTH, O0LIECTBA 1 KOMIIBIOTCPHBIX MIPOrpaMMHO-AMAPaTHRIX CPEACTB KPHUNTOTpaduIeCKOi
rocyaapcTsa, CHUCTEMAX U CETAX 3amMTH UHOOpPMAIMK B KOMITBIOTEPHBIX CHCTEMaX H
CeTsIX.
4. CTPYKTYPA U COAEP) KAHUE JUCHUITJIMHBI*
O0beM TMCHUTLINHBI
Homep n
aKajeMHYeCKue Yachl
HAaHMeHOBaHHe TeM (axane eCKHE TACEI)
/ Conep:xanue TUCHUILIHHBI
n/uim KouTakTHasi padora
pa3aesioB/TeM
3JIT | 113 Jp | CPO

Pasnes I. OcHoBHBIe KpUNITOrpaguyecKne NPOTOKOJIbI H MeTOABI peaTu3alui KPpUNTOrpaguiecKoi

3alUTH HHpopMauu

Tema 1. OCHOBEL Kpunrorpapuueckue OPUMUATHBBI "

TeopH KpuInTorpaduieckme MPOTOKOJIBL. Buibr 6 4
KpUNTOrpahuIecKux MpoToKosioB. dopMasbHas 3amuch

KpUNTOrpaduuecKux
Kkpunrorpaduueckoro mpoTtokosa. Komnpomeranums
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MPOTOKOJIOB.

mpotokona. Bumel arak Ha Kpunrorpaduyueckue
NPOTOKOJBL. MeTonbl aHanu3a npoTokoaoB. OCHOBHbBIE
MO IXOJTBI K KOHCTPYHPOBaHHUIO 0e30MmacHbIX
KpUNTOrpaduIecKux MPOTOKOJIOB.

Tema 2. BripaboTka
KpunTorpadhuyeckor
0 KJTI04a Ha OCHOBE
mapoJIs.

[Ipobiema 3amuieHHOr0 XpaHEHHWs ©  Moadopa
nmapois. ATaka Ha OCHOBE paayKHBIX TaOJIHII.
AJITOpUTM BBIPAOOTKHM KPUNTOrpahuIecKoro Kiroua 13
napoiist. @ynakiun Beipadotku knroda (KDF): PBKDF2,
scrypt. Poccuiickue pekoMeHIaIuy 10 CTaHapTU3aIlul
KDF. Konrpoms  menoctHoctd PBMACI  wu
muppoBanue PBEC2. Ilpaktudeckne peanw3aniu
MapOTHHOH 3aIUTHI KIFOYEBON MH(POPMAIIHH.

Tema 3. TIpoTokosl
ayTeHTU(UKALIH.

[Ipocreiiue MPOTOKOJIBI OJIHOCTOPOHHEH
ayTeHTU(UKAIMA C MpeJpaclpe/ieICHHBIM KITFOUOM.
[MaponwHast ayreHTHdUKaHA. CXEMBI ayTCHTU(DUKAIIN
BHJA «3ampoc - oTBeT». OIHOCTOPOHHSSA M B3auMHas
ayTeHTU(UKAIHS. WHaTepakTuBHBIE CHUCTEMBI
JI0Ka3aTeNbCTB c HYJIEBBIM pasriianieHueM.
AyteHTuduKkanus ¢ HyJIeBbIM pasrianicHueM. CBs3b
MIPOTOKOJIOB ayTeHTU(HUKAMN c HYJIEBBIM
pasriameHneM W cxeM IUQpoBoi moamucu. MeTos
aHam3a 0e30MaCHOCTU CXEM ayTeHTH(UKAIIH.

Tema 4.
VYnpasienue
KpunTorpaduIecku
MU KITFOYaMH.
ITpoToko:s
pacnpezneneHus
KIIFOUEH.

VYnpasnenue KpUNTOrpadUIeCKUMH KITIOYaMH.
JKv3HeHHBIN UK KpunTorpadudeckoro kirtoda. Bumb
MIPOTOKOJIOB pacnpeneneHus KITIOYEH.
JlenieHTpanu3oBaHHOE u LEHTPAIU30BaHHOE
pactpeneneuue  kmoveil.  CBoHcTBa  IPOTOKOJIOB
pacnpenieneHus KJIFO4eH. Bomnpoc-oTBeTHbIE
MIPOTOKOMNBI  pacrupeaencHus kmrouel. IIpoTokonst
pacnpefieieHusl KJIIoYed ¢ JIOBEPEHHBIM LEHTPOM,
OCHOBaHHBIE Ha CHMMETPUYHBIX KPUITOCHCTEMAX.
IIporoxon Kerberos. Pacumpenue npotokosa Kerberos
PKINIT pns  wucnone3oBaHus — Kpunrorpadguum ¢
OTKpBITBIM ~ KJItouoM. IIpoTokonsl  pacmpeneneHust
KJIFOUYeil, OCHOBaHHBIE HA KPUIITOCUCTEMAX C OTKPBITHIM
kmouoM. [Ipotokon Hunpxema-llpenepa u ataku Ha
Hero. Ilporokons! cranmapra ITU X.509. IIporokon
Huddu-Xonnmana cornacoBaHusi OOMIET0 CEKPETHOTO
Kkimoya U ero o6o6menus. [Iporokonsr MTI u STS.
[Iporokonsr EKE mudpoBaHHOro oOMeHa C€aHCOBBIM
KJIFOYOM Ha OCHOBE MapOoJIsl.

10

Tema 5.
3anuineHHbIe
CETEBBIC
MPOTOKOJIBL.

Peanuszanus 3amuInNeHHOM Iepejayd JaHHBIX Ha
pasHBIX ypoBHAX apxuTekTypel OSIL Crtpoenue
npotokona SSL/TLS. Crpoenne mnpotokona [PSec.
Crpoenne MIPOTOKOJIA SSH. AJNTOPUTMBI,
UCTIOJIb3yEeMbIe 3alUIIEHHBIMU CETEBbIMU
MIPOTOKOJaMHu: coriaacoBanue kmouer VKO, aaroputm
nusepcudukarmn KDF, mnceBpmocimydaiiHble (GyHKITAN
Ha ocHoBe KoHCTpyKimun HMAC (B mporokomax TLS,
IPSec), sxcmopr u wumnopr kmoded. [IpoTokosns
OOHOBJIEHMSI  ceaHCOBBIX  Kimodeld.  [IpumeHenue
Kpunrorpadu4eckoi  3allUThl B MECCEHIKepax.
IIpotokosst Signal u MTProto.

Paspes I1. CiennanbHble NpIMeHeHUs] KPUNTOrpagu4ecKuX NMPOTOKOJIOB.

Tema 6.
CrnenuansHEIE
cxeMbl U(PoBOi

Cnenas noanucek. Cuctema aJIeKTPOHHBIX AeHer Yayma.
Cnenas mnoxmuce IllHOppa. JleneHTpanu3oBaHHbBIE
CHUCTEMBI  DIIEKTPOHHBIX  IUIaTexked.  TexHomorus
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TIOATIVICH | OmokueiiH. 3amada  "BH3AaHTHMCKHX  TeHEpayioB'.

MIPOTOKOJIBI [IpoTokomnbl rpynmnoBoro KoHceHcyca. KpuntoBamtoThl.
¢unancoBoit [IpoTokomsr OuTKOMH. ['pyTimoBas MOAMHCE.
Kpunrorpaduu.

OCHOBHBIC MOHATHUS U MPOCTEUIIINE CXEMBI pa3eICHUs
Tewma 7. Paznenenue

cekpera. I[loporoBble cXeMBl pa3leleHus] CeKpeTa. 4 2 6
CeKpeTa. CoBepIIEHHOCTh U HJEaNbHOCTh CXEMbl pasjieleHus

CEeKpeTa.
Tema 8. [IpoTtokonsl mpuBsizku kK Outy. [IpoTokon "mokep mo
DNEeKTPOHHOE tenedony". IIpOTOKOIIBI AIEKTPOHHOTO TOJIOCOBAHHS. 4 6
TOJIOCOBaHHE.
KoHTpoJn: 0
Bcero mo gucoumninHe: 36 0 28 44

*3JIT — 3aHATHS JIEKHUOHHOTO THIIA, [13 — BCe BUBI 3aHATUI CEMUHAPCKOTO THIA, KPOME J1a00paTOpHBIX
pabort, JIP — nabopatopusie pabotsl, CPO — camocTosiTenbHas paboTa 00yJaromerocs

5. YYEBHO-METO/JNUYECKOE 1 THOOPMAILIMOHHOE
OBECIIEYEHME JUCIIUITJINHbI

5.1 Pexomenayemasi Jiuteparypa

bubauorpaduyeckoe onucanue u3gaHus (aBTOp, 3arjiaBue, BU,
MeCTO U ol U3IaHUsl, KOJL. CTP.)

DJIEKTPOHHBIE pecypchl

1. Bacunsera W. H. Kpunrtorpadudyeckue mpoToKoJsl ;. YueOHOoe
nocobue - Caukr-IlerepOypr : UznatensctBo CaHKT- http://opac.unecon.ru/elibrary ...
[MeTepOyprckoro 5kOHOMHYECKOro yHuBepcuteTa, 2021 D0%BA%D0%BE%D0%BB%D1%8B 21.pdf

2. Nmyxosa E. A. Kpunrrorpaduueckne MpoTOKONBI ¥ CTAHIAPTHI :
'YueOHOE Tocobue - Pocros-Ha-lony : M3marenscTBo FOxHOTO
(henepanbHoro yausepcurera (fODVY), 2016

http://new.znanium.com/go.php?id=991903

5.2 IlepeyeHb JIULEH3HOHHOTO M CBOOOHO PACIIPOCTPAHAEMOTI0
IPOrpaMMHOro odecre4eHusi, B T.4. 0T€4eCTBEHHOI0 MPOM3BO/ICTBA

- 7-Zip

- Oracle VM VirtualBox

- Debian

- OC Aunbt obpazoBanue 10

- LibreOffice

- OpenSSL

- Kali Linux

- CK3U "Marllpo Kpunrollaker" B. 3.0 ucriosinenue "Ytumura openssl”
- CK3U "Kpunrollpo CSP" Bepcuu 5.0

- CK3U "Marllpo Kpuntollaket" B. 3.0 ucnonnenue "KpunrtoTyHHens"
- KpuntoApm 'OCT


http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B5%20%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8B_21.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B5%20%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8B_21.pdf
http://new.znanium.com/go.php?id=991903

- Kpunrollpo VII Bepcuu 2.0 KC2
- Moaynu 3amuThl 1McKa U MUGPOBAHKS KOHTEHHEPOB CPEICTBA 3alUTHI
undopmarmu Secret Net Studio 8

5.3 llepeuenb nHPpopManMOHHBIX clipaBo4YHBIX cucteM (MCC) n
COBpeMeHHbIX npodeccuoHanbHbIX 0a3 JaHHbIX (CIIB)

Ne HaumenoBanune CIIB1/ UCC

1. JrekTponHas oubnmmuoTeka Grebennikon.ru — www.grebennikon.ru

2. Hayunast snektponnas oubnmuoreka eLIBRARRY — wwwe.elibrary.ru

3. Hayunas snexkrponHas 6ubnuorexa KubepJlenuka — www.cyberleninka.ru

4. basa gannbix ITOJINTPE]] CripaBounuku — Www.polpred.com

5 basa nanueix OECD Books, Papers & Statistics na miardopme OECD iLibrary
' www.oecd-ilibrary.org

6 CrpaBouHas mpaBoBas cucrema Koncynprantllntoc (MHCTaIIMPOBaHHBIN pecypc
' CII6I' DY mmm www.consultant.ru)

7 CrpaBounas npaBoBas cucrema «I'APAHT» (uncrammmpoBannsiii pecypc CIIOI DY
' WM Www.garant.ru)

8 WudpopmanmoHHO-cripaBouHas cuctema «Komeke» (MHCTaIUIMPOBaHHBIN pecypc
' CII6I' DY mmm www.kodeks.ru)

9. DrekTpoHHas oubnmmuoTteuHas cuctema BOOK.ru - www.book.ru

10. PnexTponnas 6uémuoteunas cucrema DbC IOPAUT — www.urait.ru

1. SHeKTpOHgo-6H6HHOTeqHaﬂ cucrema SHAHUYM (ZNANIUM) —

WWW.zZnanium.com
12. DnextponHas 6udnuoreka CII6I" Y- opac.unecon.ru

6. MATEPMAJILHO-TEXHUYECKOE OBECIIEYEHUE
JTUCHUTIIMHBI

I[J'I?I peain3anunu I[&HHOIZ JAUCHUITIINHBI UMCIOTCA CIICHHUAJIBHBIC ITOMCIICHUA

JUIS TPOBENECHUSA 3aHATUM JICKUMOHHOTO THUIIA, 3aHATUM CEMHHApPCKOrO THIIA,
KypCOBOTO TMPOEKTUPOBaHUS (BBINOJHEHUS KYypPCOBBIX pa0OT) TpPyHMHOBBIX U
VHJVUBUAYAIBHBIX KOHCYJbTALMM, TEKYLIErO0 KOHTPOJIA U IHPOMEKYTOUHOU
aTTeCTalluy, a TAK)KE IOMEILEHUS 111 CAMOCTOSITENIbHON pabOThl.

HOMCHICHI/I}I OCHAaIICHBI O60py,HOBaHI/I€M N TCXHHUYCCKHUMH CPCACTBaAMU

00yueHus.

[ToMemmenuss mjis CaMOCTOATENIBHOM pPabOThl O0O0YYAIOIMIMXCS OCHAIICHBI

KOMITBIOTEPHOM TEXHUKOM C BO3MOKHOCTBIO MOJKIIOUCHUS K ceTu "MHTepHer" n
o0Oecrie4eHneM JIOCTyna B D3JIEKTPOHHYIO HH()OPMAIMOHHO-00pa30BaTEIbHYIO
Cpeny YHHBEPCHUTETA.

HaunmeHnoBaHue yueOHBIX ayAMTOPHIi, IepevYeHb | Anpec ‘
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http://www.grebennikon.ru/
http://www.polpred.com/
http://www.oecd-ilibrary.org/
http://www.znanium.com/

(MecTOmo0KEHHE)
Y4eOHBIX ayIuTOPHI

Ayn. 2057

HpOI‘paMMHO-aHHapaTHOfI 3aH_II/ITI:I.CHCLII/IaJ'II/ISI/IpOBaHHa}I MeOenb u 060pyI[OBaHI/IC:

nabopatopusi MHXeHEepHO-TEXHUYECKOH 3aIliuThl, J1ad0paTopHs
VYuebnas mebenp Ha 30 mocagounbix mect (Ilapra nByxmectnas — 11 mrt., crom — 8
mT., cTynbsa- 30 mT.); 2 pabounx MecTa npenogaatens (2 crona, 2 cTyna); croir — 1
mT.; TpUOYHA IS BRICTYIIEHHH — | 1T.; mKad ams JOKYMEHTOB — | IIT.; CTEHIBI
HacTEHHBIC MPOOKOBBIC — 2 MIT.; MKa( HACTCHHBIN CO CTCKISHHBIMH CTBOpPKaMu — 4
IIT.; TOCKA JIJIs1 MApKEepPOB IBYXCTOPOHHAA — | IIT.; EpCOHAIBHBIA KoMIbloTep IBM
(i5-3470/RAM  8Gb/HDD  500Gb/Win7pro) - 7 T
IBM PC-cosmectumsrii  (i3-2100/RAM  8Gb/HDD
500Gb/Win7pro) — 8 mir.; kommytatop CiSCO sl opraHM3aIliiy JOKAIbHOW CEeTH

PC-cosmecTuMBIi

MEPCOHAJIBHBIN  KOMIIBIOTED

naboparopuu Cc moakiaoueHHeM K cetd "MHTepHer" M obecrieyeHHeM J0CTyma B
ANEKTPOHHYIO HH(OPMAIMOHHO-00pa30BaTENbHYI0 Cpely OpraHu3auuu — | mr.;
mkad cepsepubiii 42U — 1 wT.; mkad TenmekommyHukanuoHHei 20U — 1 mir.;
npoektop NEC ME-401X — 1 mrt.; akpan mjist npoekropa Screen Media Goldview
244*24AMW wHactenuslii — lmr.; akycthuueckas cucrema mapka Microlab momens
Pro2— 1 mr.; kommyrarop koucoabubiii Trend Net TK-803R — 1 miT.; pa3BeTBuTes
Bugeocurrana Aten VS-92A — 1 mr.; maboparopusiii crena HIIT «Yuarex-IIpodu»
«0OD-MP» — 1 mr.; maboparopusrii crena HIIII «Yurex-Ilpodhn» «OLUT-MP» — 1
mt.; Jabopatopubiid crenn HIIT «Yurex-Ilpopu» «DPOD3-HP» — 1 kommiexr;
komriekT miuakatoB HII «Yurex-Ilpodu» — 1 mr.; renepatop aKyCTHYECKOIro
myma JI'HI-301 AO «JlaGoparopus IIIII» — 1 wr.; Bubporeneparop JII'TL-403 B
KOMIUIeKTe ¢ BuOpomnpeoOpasoBarensmu JIBII-20, JIBII-2T AO «JlaGoparopus
[IMI» — 1 mr.; uneTp cereBodt omnodazueii JIOC-10-10 AO «JlabopaTopus
[IIII» — 1 mwrT.; TeHepaTop IIyma Mo MEemsM 3JIeKTPonuT., 3azemi. u [I9OMU JIT'HI-
503 AO «Jlaboparopus IIIII» — 1 mrT.; ycTpoHCTBO 3alIUTHI TeNe()OHHBIX JMHUH
I'panut-8 abonenrckoe AO «Jlabopatopus ITIII» — 1 mr.; cepBep HP-DL — 5 mir.;
Kommyrarop Cisco Small Business SF302-08 — 4 mr.; Kommyrtatop Cisco 2950 — 3
mit.; Kommyrarop Cisco 3560 — 1 mir.; becipoBoamoii mapmpyrtusarop TP-Link TL -
WR941 ND; Dnexrponnsie kimoun Guardant
mr.; or”erymmrens OIT-4(3)-BCE -

o0opymoBaHUs W y4eOHO-HATJISIIHBIX TOCOOWH: MyJIbTHMEIUITHBIE TPUIOKEHUS K

— 16 mr.; ormerymmutens OY-5 — 1
1 mT. HabGopsl aIeMOHCTPAITMOHHOTO
JEKIIMOHHBIM KypcaM U TIPaKTHYSCKHM 3aHATUSM, WHTEPAKTHBHBIC Yy4eOHO-

HaIJSIHEIE I0OCOOHS.

191023, 1. CaHkrt-
[etepOypr, yn. Kanan
I'puboenosa, 30/32,

nurtep «A», «by, «P»

Ayn. 2026 KommbloTepHbIi Kimacc (Ui TPOBEACHUS NPAKTHUSCKUX 3aHSATHH,
KypCOBOTO MPOEKTHPOBAHMSA (BBIIONHEHHS KYypCOBBIX paboT) ¢ NpUMEHEHHEM
BBIYMCIUTEIBHOM TEXHUKH). Ob6opynoBan MYJIbTUMEIUHHBIM
komIuiekcoM.Crieruanu3upoBanHas MeOelnb u o0opyaoBaHue: YueOHas MeOelb Ha
25 mocafovHBIX MeCT, paboyee MecTo IpenoAaBates (cToi - 2 mT., Kpecyo - 1 mT.),
JIOCKa MapKepHasi 3-X CEeKIMOHHAs - | INT., BEIIAJKH CTOMKH - 2 IIT., CTYT u30 - 9
IIT., a3y - 2 mT., KommeroTep pentium x2 ¢g3250 /8Gh/500gb/ philips 21.5") - 1
wit., Komoerorep Intel X2 G3420/8 Gb/500 HDD/PHILIPS 200V4- 23 mrt., HoytOyk
HP 250 G6 1WY58EA -2 mir., Mynetumenuitabiii npoekrop Optoma x 400 - 1 mt.
Habopsl AeMOHCTpPaITMOHHOTO OOOPYIOBAaHUS W yYCOHO-HATISIIHBIX ITOCOOWA:

MyJIBTPIMe,Z[PII;'IHLIC IMPUIIOKCHUSA K JICKIIMOHHBIM KypCaM U NPaKTUYCCKUM 3aHATUAM,

191023, r. CaHkr-
[etepOypr, yn. Kanan
I'puboenosa, 30/32,

autep «A», «by», «P»
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HWHTCPAKTHUBHLIC yqe6H0 -HarjasiJHbIC ocoous.

Ayn. 2021 Jla6oparopust "JlabopatopHbiii komiiekc"Criennanu3upoBaHHas MeOenb
u obopynoBanue: YueOHas meOenb Ha 22 MOCaJ0YHBIX MecTa (22 KOMIBIOTEPHBIX
CTOJIa, YepPHBIX Kpecen 22mrt.) YueOHas meOens Ha 42 mocalouHbXx MecT (mapt 21
IT.,) pabodee MecTo mpenoaaBaTels (KOMIBIOTEPHBIN cTon 11IT.)10cKa, MesnoBas 3-
X CeKIHWoHHas lmIT., Mocka MapKepHas Ha Koyiecwkax 1 mr., wacel 1 mT., Kadeapa
lmr., cton lmrT., TymM6ouka lmrT., cTynm w30 4mT., BemadKa CTOWKA 2IMIT., )KaJFO3H
3mrr. Kommeiotep 15-8400/8GB/500GB_SSD/Viewsonic VA2410-mh - 23 mir.,
YcTaHoBKa JIEMOHCTPAalMOHHBIX y4eOHbIX (uiapMoB - 1 mT., Kommeiorep B
KOMIUTEKTaIuK cucTeMHbii 070Kk Intel pentium x2 3250 kmaBuarypa+wmbiinb L
(kectkuit auck500gb,mouuTop philips 21.5") - 1 mt. Habopsl 1eMOHCTPAIIMOHHOTO
000pyIOBaHHUST M Y4eOHO-HATJISAHBIX MMOCOOWH: MyJIbTHMEAMKWHBIC NMPHIOKEHUS K
JEKIUOHHBIM KypcaM U TIPaKTHUECKHM 3aHATHSAM, WHTEPaKTHBHBIE Yy4eOHO-

HarJIsIAHbIE ITOCOOUS.

191023, 1. CaHkrt-
[etepOypr, yn. Kanan
I'puboenora,  30/32,

nutep «A», «by», «P»

/. METOAUYECKUE YKA3ZAHUA JJIS1 OBYUYAIOLIETI'OCs 11O

OCBOEHMUIO JTUCHUMIUHBI

[Ipuctynas K WU3y4EHHIO JUCHUIUIMHBI, OO0ydYaromemycss HeoOX0IuMOo

O03HAKOMUTBCS CO CIEAYIOINMHU IOKYMEHTAMMU:
— y4eOHO-METOIMUECKOM JOKYMEHTAIIUEH,;

- JIOKAJIbHBIMH HOPMAaTUBHBIMHA adKTaMH, PETIIAMCHTHUP YIOIITUMHU
OCHOBHBIC BOITPOCHI OpraHu3anuu u OCYHICCTBJICHUA
ACATCIIBHOCTHU, B TOM YHCJIC PCTIAMCHTHUPYIOINNEC IOPAAO0OK IMPOBCACHHA TCKYIICTO

o0OpasoBarenbHOI

KOHTPOJISl yCIIEBAEMOCTH M MPOMEXYTOYHOM aTTeCTallui 00y4aromuxcs,

— rpagukoM KOHCYJIbTalUH COTPYJAHHUKOB

IMpenoaaBaTciIbCKOro CoCTaBa.

npodeccopcko-

YpoBeHb W riayOMHAa OCBOEHUS AUCIUIUIMHBI OMPENEISIOTCS aKTUBHOU U
CHUCTEMaTHYECKON paboTo 00yJaromuxcsi Ha JICKIIMOHHBIX 3aHSTHIX, 3aHATHUIX
CEMUHAPCKOI0 THUIIA, BBIMOJHEHUEM CaMOCTOATENbHON paboThl, B TOM YHCIE B
YacTH BbICJICHUS HanOOoJee 3HAYMMbIX M aKTyaJIbHBIX MPOOJIEM ISl JaJIbHEUILIEro
uzydeHusi. OcoObIM yCIOBHEM Kauye€CTBEHHOTO OCBOCHUS UCIUIUIMHBI SBIISETCS
a¢pexTUBHAS OpraHM3aIUs TpPyAa, IO3BOJISAIONIAS PACTIPEIACINTh YICOHYIO
Harpy3Ky paBHOMEPHO B COOTBETCTBUHU C TpauikoM yueOHOTOo mpoIiecca.

[Ipu moAroToBKE K Y4YEOHBIM 3aHSATHUAM OOYYAIOIMMCS MPEAOCTABIISCTCS
BO3MOXKHOCTh ~ TIOCCHICHUS  KOHCYJBTAlMH  COTPYIHUKOB  MPOGeCcCOpPCKO-
npenoaBarenbckoro cocraBa CII6I'DY cornacHo pacnucanuio, yCTaHOBICHHOMY
B IrpauKe KOHCYJIbTAIUH.

AyauTopHas ¥ BHeayAWTOpHas paboTra oO0ydyaloImuxcs JOJDKHA OBITh
HarpaBjeHa Ha (OpMUPOBAHUE!

— (¢yHIaMEHTAIbHBIX OCHOB MHUPOBO33PEHUS O0yJaroIIXCsl U

CCTECTBEHHOHAYYHOTO TTO3HAHNS,



— O0a3UCHBIX 3HAHMM, COOTBETCTBYIOLIMX HANpPABJIEHUIO TOATOTOBKU H
3agBIIEHHON TpodeccCuoHanbHOM 00JacTH, (OPMUPYIOUINX IIEJIEBYI0 H
po(hecCHOHANBHYIO OCHOBY IS TOATOTOBKH KaJIPOB;

— npodecCHOHATBHBIX KOMIETEHIIMI OPUEHTUPOBAHHBIX Ha YJIOBIETBOPEHHE
notpeOHOCTel phIHKA TPYa;

— WHIUBUIYaJbHOU TPAEKTOPHH MOCPEICTBOM OCBOCHHS YHUKAILHOTO Habopa
npo(hecCHOHANBHBIX KOMIIETEHIMI  JOMOJHAIOMUX KOMIETEHTHOCTHYIO
Mozedb  OOydarollerocs, 3a CYeT OpHUEHTAlMM Ha  KOHKPETHBIC

npodeccuoHaNbHBIE CIICUANTU3UPOBAaHHbIE 00JIaCTH 3HAHUM, OTIpeieiieMble
IIPEACTABUTEISIMU PBIHKA TPYa;

— METAaHABBIKOB OOYYaIONIUXCs, TAKUX KaK: KOMaHJHAs paboTa W JIMJIEPCTBO,
aHaNM3 JIAaHHBIX, [U(GPOBbIE HABBIKK, pa3padOTKa U peayn3alusi MPOEKTOB,
MEXKYJIbTYPHOE B3aUMO/JICHCTBUE.

8. OCOBEHHOCTH OCBOEHMSA JUCIMIIJIMHBI IS THBAJINIOB
N Jin1l C Or'PAHUYEHHBIMHA BO3MOKHOCTSAMMU 310POBbSA

OOyuenne 0OyYAIOIIUXCS C OTPAHUYECHHBIMH BO3MOXKHOCTSMHU 3/I0POBBS
npu HEOOXOIMMOCTH OCYIIECTBIISIETCS HAa OCHOBE aJanTHpPOBaHHOW paboueit
IporpaMMbl  C  HCMOJB30BAaHUEM  CHCIHAIBHBIX  METOJNOB  OOyYeHHUs U
IUIAKTUUECKUX  MaTepUalioB, COCTaBJICHHBIX C  y4e€TOM  OCOOEHHOCTEH
NCUXO(U3NUECKOTO PAa3BUTHS, WHIUBUAYATHHBIX BO3MOXXHOCTEH W COCTOSHUSA
3I0POBbsI TAKUX 00yUaroImuXxcs (00yJaromerocs).

B memsx ocBoeHus ydeOHOM mporpaMmbl JUCHUIUIMHBI HHBAJIHIAMUA H
JUIIAMH €  OTPAaHUYCHHBIMH  BO3MOXHOCTSMH  37I0pPOBbSI Y HUBEPCHUTET
o0ecrieunBaer:

— JIUIS. UHBAJIUJIOB W JIMI] C OTPAHMYCHHBIMU BO3MOXKHOCTSIMH 37I0POBBSI TI0
3pEHUI0: pa3MelIeHne B JAOCTYMHBIX IS OOYYarOIIUXCS, SBISIOMINUXCS CICIBIMU
Wi cnaboBUIMIIMMH, MECTaX W B aJalNTHPOBaHHOW (opMe CIPaBOYHON
uHQOpMAIIMU O pPACHUCAaHUU YYEOHBIX 3aHATHUN; MPHUCYTCTBHE ACCHUCTEHTA,
OKa3bIBAIOIIETO oOydaromemMycs HEOOXOTUMYIO TTOMOIIIb; BBITTYCK
ABTEPHATUBHBIX (POPMATOB METOJUYECKUX MATEpUaOB (KPYMHBIM HMIPUPT WU
aynohane);

— JUISI UHBAJIMJIOB M JIMI] C OTPAHWYEHHBIMU BO3MOKHOCTSMU 30POBbSI 1O
CIIYXY: HaJJIeXKAITUMU 3BYKOBBIMH CPEJICTBAMU BOCIPOU3BEIeHHE HH(OPMAIIUH;

— JUI1 WMHBAJIUAOB M JIMI C OrPAaHUYCHHBIMU BO3MOKHOCTAMH 310pPOBbBS,
MMEIOIINX  HAPYLWICHUS  OMOPHO-IBUTATENIBHOTO  ammapara:  BO3MOXHOCTb
OecTpensaTCTBEHHOTO JTOCTYIa 00y4aronuxcs B y4eOHbIC TTOMEIICHHS, TyaJIeTHBIE
KOMHAThl U JpyrHe MOoMemieHus: Kadenpsl, a Takke NpeObIBaHUE B yKa3aHHBIX
MTOMEIIICHUSIX.



OOyuatomuecs u3 unciia nHBanuA0B 1 nuil ¢ OB3 obecreueHbl meyaTHBIMU
u  (WIM) DJIEKTPOHHBIMHU  O0Opa3oBaTelIbHBIMU  pecypcamMmu B dopmax,
allaliTHPOBAHHBIX K OTPaHUYEHUSIM HX 3710pOoBbs. OOpa3oBaHuEe O0Yy4arOUINXCS C
OTPaHWYEHHBIMA BO3MOXKHOCTSIMH 3/I0POBbSI MOXKET OBITh OPTaHHW30BaHO Kak
COBMECTHO C JAPYTUMH OOYYaloOUMMHUCSA, TaK W B OTIEIbHBIX TpyNmax WIA B
OTJICIbHBIX OpPTraHU3aIUsX.
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®OH/JI OLIEHOYHBIX CPEJICTB

1.1 KoHTpOJIbHBIE BONIPOCHI U 32IaHUSA K IPOMEKYTOYHON aTTecTAlluU

PaGoueit mporpamMmoit TUCIUTUIMHBI HE TIPETyCMOTPEHO.

1.2 TeMbl NMCbMEHHBIX PadoT

Paboueit mporpaMMoii TUCIUTUTMHBI HE TIPEyCMOTPEHO.

1.3 KoHTpOJIbHBIE TOYKH

HomMep KOHTpPOJILHOM Tun KOHTPOJIbHOM Cnoco06 nmpoBeneHust Homepa Tem
TOYKH TOYKH
1 NunuBunyansHoe C TIOMOIIBIO 3
3a/laHue TEXHUYECKUX CPEICTB
1 UHPOPMAIIMOHHBIX
CUCTEM
2 [IpakTnueckas padbota | c MOMOIIBIO 5

TE€XHUYECKUX CPEACTB
1 MH(OPMALMOHHBIX
CUCTEM

3 Texymuii KOHTPOJIb C TIOMOIIIBIO 1-8
TEXHUYECKUX CPEIICTB
1 MH(POPMAIIMOHHBIX
CUCTEM

1.4 [Ipyrue 00beKTHI OLIECHUBAHUSA

Paboueit nporpaMMoii JUCIIMTUIMHBI HE TPETyCMOTPEHO.

1.5 CamocTosiTesibHAsi padoTa 00y4aromerocsi

HanMeHOBaHHA cAMOCTOATEIBLHOM paﬁDTbl HOMepa TEM

HOI[FOTOBKa K JICKHMOHHBIM U MMPAKTUYICCKUM 1-8
3aHATHUAM

Pabora ¢ aHanuTHYECKMMHU 0a3aMH JaHHBIX, 1-8
HOPMATHBHBIMH JOKYMEHTAMH, CIIPABOYHOMN
JTUTEPATYpOr

1.6 llIkana oueHUBaHMS pe3yJabTaTa

[lkanel oLleHMBaHUS U MPOLELYPHl OLEHUBAHUS PE3yIbTaTOB OOy4EHUs IO
AUCHUILIMHE  perinameHTupyrorcss [lomokeHmeM O  TekylleM  KOHTpOJIE
YCIEBAEMOCTH U TPOMEKYTOYHOM aTTecTaluu OOYYalolUXCSl IO MporpaMMam
BbIciIero oOpa3oBanus u [lonoxeHnem o 6aUIbHO-PEUTUHTOBOI cucTEME.
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Jns oneHKH CcPOPMHUPOBAHHOCTH PE3YJbTaTOB OOY4YEHUsS] TIO JUCHUIUIUHE

UCIIOJIb3YeTCs 0ALIbHO-PEHTHHIOBASI CHCTEMA YCIIEBA€MOCTH 00yYAKOIINXCS:
®opMOM UTOrOBOTO KOHTPOJISI MO JUCHUILIAHE SIBIIAETCA 3a4€T, UTOTOBBIN

pe3ynbTar (GopMUPYETCS B COOTBETCTBHUHM CO IIKAJIOH, MPUBEACHHOW HIKE B

TabuIe:

basel OueHka
<55 He3auer
>=55 3auer

HIkana oueHuBaHus pe3yjbTara

2 (6ayn o 54)

JleMOHCTpUpYeT HEeMOHUMaHUe TpoOJeMbl. MHOTHE TPeOOBaHHMS, MPEABABISCMBIE K
3a/IaHUIO HE BBHITMOTHEHBI.

JleMoHCTpHpYeTCS MEPBUYHOE BOCHpUATHE MaTepuana. PaboTa He3akoHYEHA W /MM
9TO TUIaruar.

3 (6amr 55-69)

JleMOHCTpHUpYeT 4YacTUYHOE IMOHUMaHHWe MpoOJieMbl. BONBIIMHCTBO TpeOOBaHUM,
MPEABSBISIEMBIX, K 33JaHUIO BEITIOTHEHBI.

Bnanenue snemMeHTamMu 3aJjJaHHOTO MaTepuaia. B OCHOBHOM BBITIOJIHEHHBIH MaTepHUal
MTOHATEH M HOCUT IEJIOCTHBIM XapaKTep.

4 (6ann 70-84)

JleMOHCTpUpYeT 3HAYUTEIHFHOE IOHUMaHKE MPOOIeMBI 0003HAUYEHHOW TUCITUTLTMHOM.
Bce tpeboBanms, mpeabsBIsIeMbIe K 3aIaHUIO BHITTOJHEHBI.

CopeprkaHre BBHITIONHEHHBIX 3aJJaHWHA PACKPBITO M PAacCMOTPEHO C Pa3HBIX TOYEK
3peHusl.

5 (6ann 85-100)

JleMOHCTpHpYeT oTHOE TOHUMaHue podiaeMbl. Bee TpeOoBaHMS, TPEABIBIIEMBIC K
3a/IaHUIO BBITIOITHEHBI.

[IpomeMOHCTPUPOBAaHO  YBEpPEHHOE  BIAJ€HHE  MAaTEepPHaIOM  TUCITUILIMHEI.
BrimomHeHHBIE 3a1aHUST HOCST I[EJIOCTHBIX XapaKTep, BHITIOJIHEHBI B TIOJTHOM 00beMe,
CTPYKTYPHUPOBAHBI, MPEACTABICHBI Pa3IUYHbIC TOUKH 3PCHHUS, MPOJECMOHCTPUPOBAH
TBOPYECKUMN MOJXO/I.
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