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1. HEJIM OCBOEHM S JUCHUITVINHBI

Henn: Jlath cTygeHTaM HEOOXOJWMBbIC 3HaHWS, YMEHHS M HaBBIKM 3alIUTHl CETEBBIX
OTIEPAIMOHHBIX CHUCTEM C MPUMEHEHHEM COBPEMEHHBIX MPOrpaMMHO-aNmapaTHBIX
CPeICTB, HEOOXOAWMBIC MJI WCIOJNB30BaHUSA WX B paboTe B KOMITAHUSX,
HY)KJAIONIMXCS B 3a1IUTe KOH(QUIEHITMAIBHON HHPOPMAITHH.

2. MECTO JUCHUINIJIUHBI B CTPYKTYPE OBPA3OBATEJIbHOM
ITPOT'PAMMBI

Huctunnunaa b1.0 3ammTa B onepanmoHHbIX CUCTEMAaX OTHOCUTCS K
o0s3arenbpHOM yacTu bioka 1.

3. INTAHUPYEMBIE PE3YJIbTATBI OBYUYEHUA 11O JUCHUIIJIMHE

Koa n HaumeHoBaHue Koa n
KOMIIETEHIIUH BHINMYCKHUKA HAMMCHOBAHUC Ilnanupyemble pe3yJibTaThl 00y4eHUs] TI0 TUCHUTIIMHE
HHINKATOpA
JOCTHKEHHSI
KOMIIeTeH LU
OIIK-1 - Criocoben OIIK-1.1.02 - 3HaTh: ponb HHpopMaIK, HHOOPMALIMOHHBIX TEXHOJOTHI
OTICHUBATH POJIh Criocoben u  uHGOPMAIMOHHOH OE30MacHOCTH B  COBPEMEHHOM
nH(popMaIuy, MIPUMECHSTH oOmiecTBe, WX 3HAUYCHHE ISl 00eCTIeUeHUs OOBEKTHBHBIX
MH(OPMAITMOHHBIX METOJTbI THOKOH MOTPEOHOCTEH TMYHOCTH, OOIIECTBA U TOCYIapCTBA.
TEXHOJIOTHH U HaCTPONKHU . .
. YMeTh: MPUMEHATh METONIbl THMOKOH HACTPOWKH TOJUTHK
MH(POPMAITMOHHOM TTOJIUTUK .
0e30MacHOCTH  Pa3MYHBIX CEMEICTB  ONEepalMOHHBIX
0e30MacHOCTH B 0e30macHOCTH
CHCTEM.
COBpEMEHHOM OOMIECTBE, UX Pa3ITHMYHBIX
3HAYCHHE Il 00CCTICUCHHS CEMEUCTB Bramers: MeToamkaMu HACTPOWKHM HAJIOKCHHBIX CPEICTB
00BEKTHBHBIX TOTPEOHOCTEH | OIEPALIMOHHBIX 3aIUTH HTHGOPMAIIUH B ONIEPAIIMOHHBIX CHCTEMAX.
JIMYHOCTH, 00IIIeCTBA U CHCTEM
roCy/1apCTBa;

4. CTPYKTYPA U COAEP KAHUME JTUCHUILJIMHbBI*

O0beM JUCHHMILTHHBI

Homep u
aKajeMHYecKUe Yachl
HAaUMeHOBaHHe TeM (axan )
y Conep:xanue TUCHUILTHHBI
nnan KonTakTHas padora
pa3aeyioB/TeM

3JT | 113 Jp | CPO

AHanmm3 BBITIOJTHCHUS COBPEMEHHBIMH ocC
Tema 1. Monenu N
(hopMaTM30BaHHBIX TpeboBaHMHA K 3aIIHTe
0e30macHOCTH
uapopmanun ot HCJ. OcHOBHBIE BCTPOCHHBIC
CCTCBBIX MexaHu3Mbl 3amuTel OC U WX HENOCTaTKU AHanu3 2 2
OHCPANMOHHBIX CYLIECTBYIOIIEH CTATHCTUKHM YIPO3 Ul COBPEMEHHBIX

CHUCTEM. yauBepcanbHeix  OC. CemeiictBa OC u  oOmas
CTaTUCTHKA YIPo3.




Tema 2. Cuctema CriocoObl  3amuthl B (aitioBeix cuctemax. Cepsep
0e30IMacHOCTH ayreatudukarmuun  Kerberos.  [Iporokon  NTLM. ) 10 6
OnepaHI/IOHHOﬁ AyTeHTI/I(I)I/IKaHI/IH B Windows.
cucreMbl Windows.
Tewma 3. 3amuTa B VYnpasneHne JOCTYNIOM K CHUCTEME. YIIpaBJIEHUE
oreparoHHON JIOCTYIIOM K JaHHBIM. 3alluTa XPaHWMBIX JIaHHBIX. 6 16 14
cucteme Linux. Boccranosnenue ¢GainoBoi CHCTEMBI.
Kiraccudukanus CHUCTEM 3aIUTHI T1O.
Tema 4. Cuctemsl
YnakoBmukw/mugparopsl. CHCTEMBI  3alllUTHl  OT
3allTEL HECaHKIIMOHHPOBAHHOTO  KomupoBaHus.  CHCTEMbI 6 8 8
IpOrpaMMHOr0 samutel ot HCJI. O6¢yckanms u  3amura
obecrieueHHs. MpOrpaMMHBIX MPOYKTOB. Be3omacHocTh
MPOrPaMMHOT0 00ecIieUeH s U YeJIOBeUECKHH (haKTop.
Tewma 5. OcHoBHbIe TOHATUA. AyaurT B Windows. Ayaur B
IMporokonuposanue | Linux. Cucremsl 65kana. Iokaszatenu sddexktuBHOCTH 4 4 8
W ayJINT. CHUCTEM 3alllUTHI.
Tema 6. Yrpo3pl 0€30MacHOCTH  ONEPAIIMOHHBIM  CHCTEMaM
BeszonacHocTh MOOWIBHBIX  yCTpoMcTB. THNHUYHBIE BPEIOHOCHBIC
OTICPALIHOHHBIX neiicteus. HexoppekTHO paboTaroiiue NPUIIOKEHUS. 2 4 6
crcTeM MOGMWIBHEIX | YICTIONB30BaHKME NM(POBBIX IOIIHCEH.
YCTpPOMCTB.
KonTtpoun: 36
Bcero no gucuunjauHe: 22 0 42 44

*3JIT — 3aHsTHS JIEKITMOHHOTO THTA, [13 — BCce BUABI 3aHATHI CEMUHAPCKOTO THIIA, KPOMe JTa00paTOPHBIX
pabort, JIP — nabopatopusie pabotsl, CPO — camocTosiTenbHas paboTa 00yJaromerocs

5. YYEBHO-METOANYECKOE U HTHOOPMALIMOHHOE

OBECIIEYEHMUE JJUCIUIIJINHBI

5.1 PexkomeHnayemasi JuTepaTypa

Bn6.1m0rpadm11ec1<0e ONMUCaHUuEC U3TAHUA (aBTop, 3arJjiaBue, Buj,
MECTO M 1ol u31aHusA, KOJI. CTp.)

DJIEeKTPOHHbIE PeCypChI

UepnokuamwkHueiii 1.M., BacunseBa M.H. OneparnuioHHBIE CHCTEMBL.
CIIoIDY, 2018, 220c.

http://opac.unecon.ru/elibrary ...
81%D1%82%D0%B5%D0%BC%D1%8B.pdf

UepHokHwKHBI .M.

BrruucnurensHeie CCTH. KOHTPOHBhttp://opac.unecon.ru/elibra ry ...

0e30macHOCTH B KOMIIBIOTEPHBIX ceTsix. CIIOIDY, 2016, 98c. 00%D1%81%D0%B5%D1%82%D0%BS.pdf

Tanenbaym J., boc. X. CoBpeMeHHbIE ONlepalliOHHbBIE CUCTEMBI. 4-¢

3. ? CII6.: Turep, 2015. 2 1120 c. https://ibooks.ru/bookshelf/377414/reading

Uepnokuwxkubiii ["M. be3zonacHOCTh ONEPALIMOHHBIX CHUCTEM

yuebHoe mocobume / I'.M.UepHoknmxubii, W.H.Bacmisepa https://opac.unecon.ru/elibrar...

CIIoI'DY, 2019

B8%D1%81%D1%82%D0%B5%D0%BC.pdf



http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B5%D1%82%D0%B8.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B5%D1%82%D0%B8.pdf
https://ibooks.ru/bookshelf/377414/reading
https://opac.unecon.ru/elibrary/2015/ucheb/%D0%91%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C%20%D0%BE%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC.pdf
https://opac.unecon.ru/elibrary/2015/ucheb/%D0%91%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C%20%D0%BE%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC.pdf

5.2 IlepeyeHb JIUIEH3HOHHOTO M CBOOOHO PACIIPOCTPAHAEMOTI0
NMPOrpaMMHOI0 o0ecrne4eHus, B T.4. 0Te4eCTBEHHOI0 IPOM3BO/ICTBA

- 7-Zip

- Dallas Lock Linux (C31 HCJT)
- Debian

- Git

- Oracle VM VirtualBox

- OC AnwT obpazopanue 10

- LibreOffice

5.3 [lepeyenb unopmanuoHHbIX cnpaBouHbix cucteM (MCC) u
COBpeMeHHbIX npodeccuoHanbHbIX 0a3 JaHHbIX (CIIB)

Ne HaumenoBanue CIIB/l/ UCC
1 DekTponHas oubnmroreka Grebennikon.ru — www.grebennikon.ru
2. Hayunas snexkrponHas 6ubnuorexka eLIBRARRY — www.elibrary.ru
3 Hayunas snexkrponHas 6ubnuorexa KubepJlenuka — www.cyberleninka.ru
4 basa nannbix [TOJITTPE]] CripaBounnku — Www.polpred.com
5 basa nanaeix OECD Books, Papers & Statistics na miargpopme OECD iLibrary
' www.oecd-ilibrary.org
6. CrpaBounas mpaBoBas cucrema Koncynprantllntoc (MHCTaIUIMPOBaHHBIN pecypc
CIIOI' DY nnmu www.consultant.ru)
7 CrpaBounas mpaBoBas cucrema «I’APAHT» (uactrammpoBannsiii pecypc CIIOI DY
' WM WWW.garant.ru)
g NudopmannonHo-crpaBouHas cuctema «Kojeke» (MHCTaNTMPOBAHHBIN pecype
' CIIOIDY wmu www.kodeks.ru)
9. DsekTpoHHas oubnmmuoTeuHas cuctema BOOK.ru - www.book.ru
10. DnextponHas Guémmoreunas cuctema O5C FOPAUT — www.urait.ru
1. 3JI€KTp0HI—¥O-6I/I6JII/IOTe‘IHa$I cuctema SHAHUYM (ZNANIUM) —
WWW.zZnanium.com
12. OnexTpoHHas 6ubmuoreka CII6I" Y- opac.unecon.ru

6. MATEPMAJILHO-TEXHUYECKOE OBECIIEYEHHME
T CTUTLIAHBI

J{nst peanuzanyy TaHHOM AUCHUIUIMHBI UMEIOTCS CHEUAIBHBIE TOMEIICHUS

JUIS. TIPOBEICHUS 3aHATUM JICKIIMOHHOTO THIA, 3aHITUA CEMHHApCKOIro THIIA,
KypCOBOTO TIPOEKTUPOBAHUS (BBITIOJIHEHUS KYpPCOBBIX paboOT) TPYNIOBBIX U
VH/IMBUAIYaJIbHBIX KOHCYJbTAI[MKA, TEKYLIETO0 KOHTPOJSI M MPOMEXKYTOUHOU
aTTECTAIlH, a TAKKE IIOMEIIEHUS JIsl CAMOCTOSTEILHON paOOTHI.


http://www.grebennikon.ru/
http://www.polpred.com/
http://www.oecd-ilibrary.org/
http://www.znanium.com/

[Tomemenuss ocHamieHbl OOOPYJOBAHMEM M TEXHUYECKHMHU CpEACTBAMU
oOyJeHwus.

[Tomemenuss s CaMOCTOSATENBHOM pabOThl OOYYaIOIIUXCS OCHAIEHBI
KOMITBIOTEPHON TEXHUKON C BO3MOYKHOCTBIO MOJKIIIOUEHUs K ceTu "HTepHeTr" n
o0OecrieyeHneM JIOCTyna B D3JIEKTPOHHYIO HH(DOPMAIMOHHO-00pa30BaTEIbHYIO

Cpely YHHBEPCHUTETA.

HaumeHnoBanue yueOHBIX ayIUTOPHii, IepedyeHb

Anpec
(MecTOMOJI0KEHNE)
Y4eOHBIX ayAuTOpHii

Ayn. 2062 Yuebnas aymuropus (VIS TIPOBEICHUS 3aHATHN JIGKITMOHHOTO THIA U
3aHATHH CEMHHAPCKOT0 THIIA, KyPCOBOT'O MPOESKTHPOBAHMS (BBITOJHEHUSI KYPCOBBIX
paboT), TPYNHOBBIX M WHAVBUIYATbHBIX KOHCYJIBTAIMH, TEKYIIETO KOHTPOJIS U
MPOMEXYTOYHOM aTTeCTaluu), o0opyznoBaHa MYJIbTUMETUHHBIM
komIiekcoMm.Criennanu3upoBanHas Mebenb u 00opynoBaHue: YueOHasi meOenb Ha
56 mocamouHBIX MecT, pabodyee MeCTO MpenojaBareis, [JOCKa MeJoBas
(omHocekumonHas) - 1 mrt., kadeapa - 1 wr., cton - 1 wr., cryn - 2 wr., Komosrorep
Intel Core i3-2100 CPU @ 3.10GHz/4/500 Acer V193 - 1 mT., MynbTUMEIUAHBIIA
npoekrtop Panasonic PT-VX610E - 1 mrt., Mynbrumeauniiasiii mpoextop Optoma EX-
632 - DRAPER TARGA 221x295 -

JIEMOHCTPAITMOHHOTO 000opymoBaHUS 51 y4eOHO-HATIIATHBIX

1 mr., DkpaH 1 mr. Habops
ocoOuii:
MYJIbTUMEANHHbIE TIPUIOKEHHS K JEKIMOHHBIM KypcaM M HPaKTHIECKUM 3aHSTHSM,

WHTEPAKTHUBHEBIE YUeOHO-HATIISAIHEIC TTOCOOHS.

191023, r. CaHkt-
[letepOypr, yn. Kanan
I'puGoenora, 30/32,

autep «A», «by», «P»

Ayn. 2057

HpOI‘paMMHO-aHHapaTHOfI 3aH_H/ITI>I.CHCLII/IEIJ'II/BI/II)OBEIHHEI}I MeOenb u 060pyI[OBaHI/IeI

nabopatopusi MHXeHEepHO-TEXHUYECKOH 3aIluTHl, J1a00paTopHs
Yuebnas mebenp Ha 30 mocagounbix mect (Ilapra aByxmectnas — 11 mrt., crom — 8
WT., cTyabs- 30 mrt.); 2 pabounx mMecTta npemnoaasatens (2 crona, 2 cTyna); croia — 1
WIT.; TpUOYHA Ui BBICTYIUIEHWH — | mT.; mKad st JOKYMEHTOB — | IIT.; CTEHIBI
HacTEeHHBIC MPOOKOBHIC — 2 MIT.; MKa() HACTCHHBIH CO CTCKISHHBIMH CTBOpPKaMu — 4
IIT.; TOCKA JIJIs1 MApKEepPOB IBYXCTOPOHHAA — | IIT.; IEpCOHATBHBIA KoMIbloTep IBM
(i5-3470/RAM  8Gb/HDD  500Gb/Win7pro) - 7 1wt.;
IBM PC-coBmectumsrii  (i3-2100/RAM  8Gb/HDD
500Gb/Win7pro) — 8 mr.; kommytarop CiSCO JuIs OpraHu3amuy JOKAJIbHOW CETH

PC-cosmecTuMBIi

MEPCOHAJIBHBIN  KOMITBIOTED

naboparopuu ¢ MoAkItodeHneM K cetH "HHTepHeT" W obecriedeHneM JOCTyIa B
ANEKTPOHHYI0 HH(OPMAIMOHHO-00pa30BaTENbHYI0 Cpely OpraHu3auuu — | mr.;
mkad cepsepubiii 42U — 1 wT.; mkad TermekomMmyHukauoHHeii 20U — 1 mir.;
npoektop NEC ME-401X — 1 mrt.; akpan mjist npoekropa Screen Media Goldview
244*24AMW wHactenublii — lmr.; akycTthuueckas cucrema mapka Microlab monens
Pro2— 1 mwr.; kommyTarop koucosbHbid Trend Net TK-803R — 1 mr.; pa3seTBuUTEND
Buseocuruana Aten VS-92A — 1 wr.; naboparopusiii crenn HII «Yurex-ITpodum»
«O3-MP» — 1 mr.; madoparopusiii ctenn HII «Yurex-Ilpodhm» «OLUT-MP» — 1
mT.; maboparopueiii crern HII «Yurex-Ilpodm» «DPOD-HP» — 1 KOMIUIEKT;
koMriekT turakatoB HIIIT «Yurex-lIlpodm» — 1 mT.; reHeparop akKyCTHYECKOTO
myma JII'HI-301 AO «Jlaboparopus IITHI» — 1 mt.; BuGporeneparop JII'-403 B
KoMmIutekTe ¢ BuOpompeoOpazoBatensmu JIBII-20, JIBII-2T AO «JlabopaTtopus
MIII» - 1 wr.; Guastp ceteBori ogHodazubiii JIGC-10-1d AO «JlabopaTopus

191023, 1. CaHkrt-
[etepOypr, yn. Kanan
I'puboenora, 30/32,

nutep «A», «by», «P»
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[IIII» — 1 mT.; TeHepaTop IIyma Mo LemsIM JIEKTPOnuT., 3azemit. 1 [IOMU JIT'IHI-
503 AO «Jlaboparopus IIIII» — 1 mT.; ycTpOHCTBO 3alIMTHI TeNe()OHHBIX JTUHHUHA
I'panut-8 abonentckoe AO «Jlabopatopus IIITII» — 1 wr.; cepBep HP-DL — 5 mit.;
Kommyrarop Cisco Small Business SF302-08 — 4 mir.; Kommyrtatop Cisco 2950 — 3
wt.; Kommyrarop Cisco 3560 — 1 mit.; becnpoBonHoit mapripytuzatop TP-Link TL -
WR941 ND; Dnekrponnsie kmouyn Guardant
mr.; or”erymmrens OIT-4(3)-BCE -

o0opynoBaHus W y4eOHO-HATJIIIHBIX TOCOOWH: MyJIbTHMEIUITHBIE MPUIOKEHUSI K

— 16 wrT.; oruerymurens OY-5 — 1
1 mr. HabGopsl aEeMOHCTPAIIHOHHOTO
JEKIMOHHBIM KypcaM M MpPAaKTHYECKUM 3aHATHAM, HWHTEPaKTHBHBIE YydeOHO-

HaIJISIHEIE I0OCOOHS.

Ayn. 2034 KowmmproTepHBIH Kinace (I TPOBEICHUS TPAKTHYCCKUX 3aHITHH,
KypCOBOTO MPOEKTHPOBAHMA (BBIMIONHEHHS KYypCOBBIX paboT) ¢ NpPHUMEHEHHEM
BBIYUCIUTEIBHOM TEXHUKH). ObopynoBan MYJIbTUMEAUAHBIM
komIiekcoMm.Criennanu3upoBanHas Mebenb u 00opynoBaHue: YueOHas mebOenb Ha
25 mocaZo4HBIX MecT, pabodee MecTo mpenonaBaTeist (cton lmr., kpecio lmirt.),
JOCKa MapkepHas | IOT., BEHIaJKW CTOWKW 2mT., cTyibeB 3mT.Kommeiotep 15-
7400/8Gb/1Th/DELL S2218H - 21 mT., CereBoii kommytatop Cisco WS-C2960-
48TT-L (Catalyst2960) 48mopro 10/100M6ut/ct+2n - 1 mr., Kommyratop Cisco
Catalyst 2960 24 WS-C2960-24PC-L - 1 mr.

o0opynoBaHUs W y4eOHO-HATJISIIHBIX TOCOOWH: MyJIbTHMEIUITHBIE MPUIOKEHUS K

HaGopbl nmeMOHCTpalimOHHOTO

JICKOUOHHBIM KypCaM H TMPaKTHYCCKUM 3aHATUAM, HWHTCPAKTHBHBIC yT-Ie6H0'

HAIJISIHEIE IOCOOHS.

191023, r. CaHkt-
[letepOypr, yn. Kanan
I'puGoenora, 30/32,

autep «A», «by», «P»

Ayn. 2021 Jlaboparopust "JlabopatopHbiii komiiekc"Criennanu3upoBaHHas MeOenb
u obopynoBanue: YueOHas meOenb Ha 22 MOCaJOYHBIX MecTa (22 KOMIBIOTEPHBIX
CTOJIa, YepPHBIX Kpecen 22mrt.) Yuebnas mebenb Ha 42 mocanouHbix MecT (mapt 21
IT.,) pabouee MecTo mpenoaaBaTelsi (KOMIBIOTEPHBIN cTon 11IT.)n0CcKa, MenoBas 3-
X CeKUMOoHHast lmT., Tocka MapKepHas Ha Kojecukax | mr., yacel 1 mr., kadenpa
lmrr., cton lmr., TymO6ouka lmT., cTyn w30 4IIT., BElIajdka CTOWKa 2IIT., YKATIO3H
3mrr. Kommeiotep 15-8400/8GB/500GB_SSD/Viewsonic VA2410-mh - 23 mir.,
YcTaHoBKa JIEMOHCTPAaMOHHBIX y4eOHBIX (uiapMoB - 1 mT., Kommeiorep B
KOMIUTEKTaIuK cucTeMHbI 070Kk Intel pentium x2 3250 kmaBuarypa+wmsiinb L
(kectkuit auck500gb,mouuTop philips 21.5) - 1 mt. Habopsl 1eMOHCTPAIIMOHHOTO
000pyIOBaHUs M Yy4eOHO-HAIJISAHBIX [TOCOOMI: MyJbTUMEIMNWHBIE NPHIOKEHUS K
JEKIMOHHBIM KypcaM U IPaKkTHUECKHM 3aHATHSIM, WHTEPAKTUBHBIE Yy4eOHO-

HarJIsIAHbIE ITOCOOUS.

191023, 1. CaHkrt-
[etepOypr, yn. Kanan
I'puboenosa,  30/32,

autep «A», «by», «P»

/. METOAUWYECKUE YKA3ZAHUA JJIS1 OBYUYAIOLIETI'OCs 11O

OCBOEHMIO JUCHUIIUHBI

[IpucTtynagd K U3Y4YEHUIO JUCLUILIVHBIL,
O03HAKOMUTBCS CO CIEAYIOINMHU IOKYMEHTAMMU:
— y4eOHO-METOIMUECKOM JOKYMEHTAIIUEH,

- JJOKAJIbHBIMH HOPMATUBHBIMU aKTaMH,

OCHOBHBIC BOITPOCHI OpraHu3anuu u
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NESATEIbHOCTH, B TOM YHUCJIE PETrJaMEHTUPYIOIIHNE MOPSIIOK MPOBEACHUS TEKYIEro
KOHTPOJISL YCTIEBAEMOCTH M MPOMEKYTOYHON aTTeCTalluU O0yUYarOIUXCs;

— rpaduxkom KOHCYJIbTAIIHi COTPYJIHUKOB npogeccopcko-
IIPENno/IaBaTeNIbCKOro COCTaBA.

YpoBeHb U TIyOMHA OCBOCHHS NUCHUIUIMHBI OMpPENEISIOTCS aKTUBHOW U
CHUCTEMATUYECKOM paboTON 00yYarolMXCsi Ha JIGKIIMOHHBIX 3aHSTHUSX, 3aHATHUAX
CEMHHAPCKOTO THUIA, BBIMOJHEHUEM CaMOCTOATENIbHON paboThl, B TOM YHUCIE B
YacTH BBIJEJICHUS HanboJiee 3HAYMMBIX M aKTyaJIbHBIX MPOOJIEM sl JalbHEHIIIETO
uzydeHusi. OcoObIM yCJIOBHEM Kaue€CTBEHHOI'O OCBOEHHUS JUCLMIUIMHBI SBISETCA
sbdexTuBHAsS oOpraHW3aMs TPyAa, MO3BOJSIONIAS PACTIPENCIUTh YIeOHYIO
Harpy3Ky paBHOMEPHO B COOTBETCTBUHU C IpaUKOM yueOHOTO Ipolecca.

[Ipu moarotoBke K y4eOHBIM 3aHSATHUAM OOYYAIOIIMMCS MPEAOCTABIISAECTCS
BO3MOXXHOCTh ~ IOCEIIEHUSI  KOHCYJNbTAIMA  COTPYJHUKOB  MPOQPECCOPCKO-
npenogaBaresibckoro coctaBa CIIOI'DY cormacHo pacnucaHuio, YCTaHOBICHHOMY
B rpa(ike KOHCYJIbTallUH.

AynutopHas W BHEayAMTOpHas pabora oOydarolmuxcs JOJDKHA OBITh
HarpaBJieHa Ha (OpMUPOBaAHUE:

— (QyHIaMEHTAJIbHBIX OCHOB MHUPOBO33PEHNUSA oOy4aronmxcs 17}
€CTECTBEHHOHAYYHOTO MTO3HAHUS,

— 0a3uCHBIX 3HAaHUM, COOTBETCTBYIOUIMX HAINPABICHUIO TMOJITOTOBKU U
3asBJICHHONW TMPOodeCCUOHAIBHOW 00y1acTH, (OPMHUPYIOIIMX IIEJIEBYI0 U
po(eCcCHOHANIbHYIO OCHOBY JJIsl IOJITOTOBKH KaJIpOB;

— npodecCUOHANTBHBIX KOMIETEHIIMH OPUEHTUPOBAHHBIX HA YJIOBIETBOPEHHE
MOTPEOHOCTEN phIHKA TPY/A,;

— WHIUBUIYaJbHOU TPAEKTOPHH IMOCPEICTBOM OCBOCHHS YHUKAILHOTO Habopa
npo(heCcCHOHANBHBIX KOMIIETEHIUI  JOMOJHAIOMNX KOMIETEHTHOCTHYIO
Mozedb  OOydarollerocs, 3a CYeT OpHUEHTAlMM Ha  KOHKPETHBIC
npodeccuoHanbHbIE CHEUATN3UPOBAHHBIE 00JIACTH 3HAHUM, ONTpeiesieMble
MPEACTABUTENSIMU PhIHKA TPY/Ia;

— METaHaBBIKOB 00yYaroUIMXcsl, TAKUX KaK: KOMaHJIHas paboTa W JIUJIEPCTBO,
aHaJIM3 JIAaHHBIX, [U(GPOBbIE HABBIKU, pa3padOTKa U peayn3als MPOEKTOB,
MEKKYJIbTYPHOE B3aUMOJECHCTBHUE.

8. OCOBEHHOCTH OCBOEHMSA JUCIMIIJIMHBI J1UIs1 THBAJINIOB
N JInL C O'PAHUYEHHBIMHA BO3MOKHOCTSAMMU 310POBbsA

OOyuenne 0OyYAIOIIUXCS C OTPAHUYECHHBIMH BO3MOXKHOCTSMHU 3/I0POBBS
Ipyu HEOOXOIMMOCTH OCYIIECTBISIETCSI Ha OCHOBE aJalTUPOBaHHOW paboueii
OpOTpaMMbl  C  WCHOJB30BAHMEM  CICHHATBHBIX  METOAOB  OOydYeHUsS W
TUIAKTHYECKUX  MaTepUaioB, COCTABICHHBIX C  YY4e€TOM OCOOEHHOCTEH
NICUXO(U3UIECKOTO Pa3BUTHUS, HHIMBHIYAIBHBIX BO3MOXKHOCTEH W COCTOSHUS

3I0POBBS TAKUX OOyJArOIIUXCS (00yJaromerocs).
8



B memsx ocBoeHWs y4eOHOW NporpaMMbl JUCHUIUIMHBI WHBAJIHIAMU H
JUIIAMH €  OrPAaHUYCHHBIMH  BO3MOXKHOCTSMH  370POBbS Y HHBEPCHUTET
o0ecrieunBacrT:

— JUIS MTHBAJIMJIOB W JIUI] C OTPaHUYCHHBIMU BO3MOKHOCTSIMHU 3I0POBbBS TIO
3pEHUIO: pa3MENIeHUE B JOCTYMHBIX JJISI OOYYaIOIIUXCS, SBISIONMIUXCS CICTIBIMU
WM CIa0OBUIANIMMH, MECTaXx W B aJanTUPOBaHHOW QopMe CIpaBOYHOU
uHQOpMAIIUU O pAcHUCaHUU YYEOHBIX 3aHATHUN; MPHUCYTCTBHE AaCCHUCTEHTA,
OKa3bIBAIOIIETO oOydarommemMycs HEOOXOIUMYIO IIOMOIIIb; BBIITYCK
bTEPHATUBHBIX (POPMATOB METOIUYCCKHUX MATEpUATIOB (KPYIHBIM MIPHQPT WU
aynohane);

— JUIsI THBAJIMJIOB M JIMI] C OTPAHUYEHHBIMU BO3MOKHOCTSMU 30POBbSI 11O
CITyXy: HaJiJIe)KAIIMMH 3BYKOBBIMHU CPEICTBAMU BOCIIPOM3BEACHIE HH(POPMAIIHH;

— JUI1 VMHBAJIUAOB W JIMI C OrPAaHUYECHHBIMU BO3MOXHOCTAMH 310POBbBS,
VMEIOIINX  HAPYLICHUS  ONOPHO-IBUTATEIIBHOTO  armapara:  BO3MOXHOCTb
OecpensITCTBEHHOTO JOCTYyMa 00y4aroluXxcs B y4eOHbIC MOMEIICHUS, TyaJIeTHbIC
KOMHAThl M Jpyrue MoMemnieHus: Kadenpsl, a Takke NpeObIBAaHHUE B YKa3aHHBIX
MTOMEIICHUSIX.

OOyuaromuecs u3 yncina uHBaMUI0B U ul ¢ OB3 obecrieyeHsl neyaTHHIMU
U (WaM) DJIEKTPOHHBIMM  0Opa3oBaTeNbHBIMU  pecypcamMu B (opmax,
allaliTUPOBAHHBIX K OTPaHUYEHUSIM MX 310poBbs. OOpa3oBaHuEe O0Yy4arOUIMXCS C
OTPaHUYEHHBIMH BO3MOKHOCTSIMU 3JI0POBbSI MOKET OBITh OPraHU30BaHO Kak
COBMECTHO C JAPYTMMH OOYyYarOlMMHUCA, TaK W B OTIEIbHBIX TIpynmnax WiIH B
OTZIEJIBbHBIX OpPraHn3alusX.



®OH/JI OLIEHOYHBIX CPEJICTB

1.1 KoHTpOJIbHBIE BONIPOCHI U 32IaHUSA K IPOMEKYTOYHON aTTecTAlluU

1 OO0mue cBefeHHS O TEXHOJOTMH TEepMHUHAIbHOrO noctyma. OOecnedeHue 0€30MacHOCTH
cepsepa OC Windows Server 2016.
2 Cayx6a xatamoroB LDAP. Cuctema equHOTO BX0/1a B CETh Ha OCHOBE IpoTokoja Kerberos.

Co3maHue eIUHOTO MPOCTPAHCTBA Oe30macHOCTH Ha O6aze Active Directory.

3 3amura cpeactamu daiinosix cuctem OC Windows u Linux.
4 Lenu u 3amaun ayauta 6€30MacHOCTH. DTalbl © METO/BI POBECHUS, Pe3yIbTaThl Pa0oT.
5 HopmatuBHO-TIpaBOBbIE W OpPraHU3AIMOHHBIE OCHOBBI MPOBEACHUS ayAWTa OE30MacHOCTH
KOMITBIOTEPHBIX CHCTEM
6 [lpumeHeHne CpeAcTB aBTOMATH3allMM  KOMIUIEKCHOTO — ayAWTa HH(POPMALMOHHOU
0€30I1aCHOCTH.
7 CTpykTypa U QYHKIUH KOMIUIEKCHBIX SKCIIEPTHBIX CUCTEM ayanuTa 0€30MacHOCTH.
8 PesepBHOE KONMpOBaHKE TaHHBIX. BUIbI, JOCTOMHCTBA M HEAOCTATKH.
9 ApxuBuposanue B Widows Server 2016.
10  OcuHoBHBIE TOAXOB! K TOCTPOCHHUIO 3AIIUIIEHHBIX OTIEPAIIMOHHBIX CHCTEM.
11  Tpebosanus x 6e3omacaoctu OC cormmacao ISO/MOK.
12 Texuuueckue METOBI U cpeacTBa 3amuThl [10.
13 Cpenctsa 6e3omacHoctn OC Windows.
14 Cpenctsa 6e3omacHoctr OC Linux.
15  Bwuabl pe3epBHOr0 KONMUPOBAHUS.
16  IIpomectu pe3epBHOE KomupoBanue cucteMuoro qucka B OC Windows 2016.
17  Hactpoiika TUCKPEIIMOHHOTO JOCTYIA K JaHHBIM B Astra Linux.
18  Hactpoiika MaHIATHOTO TOCTYIA K AaHHBIM B Astra Linux.
19  IIporectu mudpposanue auckoB B OC Windows ¢ nomomsio yrunutel BitLocker.
20  HactpouTts ayTeHTH(HKAIIO 0 TpoToKOIy Kerberos.
21  Hactpouts ayrenTrduKamnuto no nporokoiry NTLM.
22  Hactpouts nonutuky ayaura B8 OC Windows 2016.
23  Joctyn k daiinam u katanoram B ©C Ext4.
24 Jloctyn k daiinam u kataigoram B ®C NTFS.
25 3amura B ®C Hakonmreneit SSD.
1.2 TeMbl NMCbMEHHBIX PadoT
Paboueii mporpaMMoii AUCIHUILIMHBI HE TIPETYCMOTPEHO.
1.3 KoHTpOJIbHBIE TOYKHU
Homep koHTpOIBLHOI Tun KoHTpOIBLHOMI Crnoco0 mpoBeneHust Homepa Tem
TOYKH TOYKH
1 NunnBuIyansHoe C TIOMOIITHIO 1-2
3a/1aHUC TEXHUYECKUX CPEACTB
1 HH(OPMAITMOHHBIX
CHCTEM
2 Tect C ITIOMOIILIO 1-6
TEXHUYECKUX CPEACTB
1 HH()OPMAITMOHHBIX
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CUCTCM

3 Texymui KOHTPOIb C TIOMOIIBIO 1-6
TEXHUYECKUX CPEACTB
1 UHPOPMAIIMOHHBIX
CHUCTEM

1.4 [Ipyrue 00beKTHI OLICHUBAHUSA
Paboueit mporpaMMoii TUCIUTUTMHBI HE TIPEyCMOTPEHO.

1.5 CamocrosiTesqibHasA padoTa o0y4arouerocs

HaunMeHOBaHHUSI CAMOCTOSITEILHOMH PadoThI Homepa Tem
[ToaroToBKa K TEKIIMOHHBIM U MPAKTUICCKUM 1-6
3aHATUIM
Brmonxenne qoMamrHux 3aaHui 1-6
IToaroroBka K s3K3aMeHy 1-6

1.6 Illkaa oneHMBaHUA pe3yJibTaTa

Hlkanel OlEeHUBaHUS U MPOLEAYPHl OLECHUBAHUS PE3yIbTaTOB OOyUEHUs IO
AUCHMIUIMHE  peryiameHTupyrorcs  [lonmoxkeHmeM 0 TeKymieM  KOHTpOJIE
yCIIEBA€MOCTU U TMPOMEKYTOYHOM aTTeCTallMM OO0Yy4aloUuuxcs MO MporpaMmam
BbIciIero oOpa3oBanus u [lonoxeHuem o 6aUIbHO-PEUTUHTOBO cucTEME.

Jnsa  oueHkn cHOPMUPOBAHHOCTH PE3yJIbTaTOB OOyYEHHS MO JUCHUIUIMHE
UCIIOJIB3YyETCS 0AJIbHO-PEUTHHIOBASL CHCTEMA YCIIEBAEMOCTH 00yYAKO LM XCS:

@®opMOil UTOrOBOrO0 KOHTPOJISE MO AUCIHUIUIMHE SIBIAETCS 3K3aMeH (Wiu
nudpepeHIMpOBaHHBIN 3a4yeT), UTOroBasl OLlEHKa (OPMUPYETCS B COOTBETCTBUU
CO IIIKAJION, MPUBEAECHHON HUXKE B Ta0OJIUIIE:

basl Onenka
<=54 HEYOBJIETBOPUTEIHHO
55-69 yIOBJICTBOPUTEIHHO
70-84 XOpOUIO
>=85 OTJINIHO

HIkana oueHuBaHus pe3yjbTara

2 (6ayn o 54) JleMOHCTpUpYyeT HEeMOHUMaHUe TpoOJeMbl. MHOTHE TPeOOBaHHMS, MPEABABISCMBIE K
3aJIaHUI0 HE BBITIOJHCHEI.

JleMoHCTpHpYeTCS MEPBUYHOE BOCIpUSATHE MaTepuana. PaboTa He3akoHUEHA W /MM
9TO TUTAaruar.

3 (6amm 55-69) JleMOHCTpHUpYeT 4YacTUYHOE IMOHUMaHHWe MpoOJieMbl. BONBIIMHCTBO TpeOOBaHUM,
NPEIbSBISIEMBIX, K 33JJAHUIO BHITTOJTHCHBI.

BnaneHnue sneMeHTaMu 3alaHHOTO Marepuana. B 0CHOBHOM BBINIOIHEHHBIA MaTepyail
TIOHATEH ¥ HOCHT IEJIOCTHBIN XapakTep.
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4 (6ann 70-84)

JleMOHCTpHUPYET 3HAYUTEIbHOE IOHUMaHKE MPOOIeMbl 0003HAYCHHON THUCIIUILIHHOM.
Bce TpeboBanus, IpeIbsIBIIEMbIC K 32IaHUIO BBITIOJTHCHBI.

CopeprkaHre BBHITIOHEHHBIX 3aJaHWHA PACKPBITO M PAacCMOTPEHO C Pa3HBIX TOYEK
3peHwusl.

5 (6ann 85-100)

JleMOHCTpUpYeT MoTHOE TOHUMaHue podaeMbl. Bee TpeOoBaHMs, TIPEABIBIsSEMBIC K
3a/IaHUIO BBITIOJTHECHBI.

[IpomeMOHCTPUPOBAaHO  YBEpPEHHOE  BIAJE€HHE  MAaTEepPHaIOM  TUCITUILIMHEI.
BrlinoHeHHBIE 3a1aHUST HOCST IEJIOCTHBIX XapaKTep, BHITIOJIHEHBI B TIOJTHOM 00beMe,
CTPYKTYPHUPOBAHBI, MPEACTABICHBI Pa3IUYHbIC TOUKH 3PCHHUS, MPOJECMOHCTPUPOBAH
TBOPYECKUMN MOJXO/I.
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